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STUDY OF FINITE AUTOMATES USED IN CRYPTOGRAPHY
KPUMTOIPA®PUALOA KONNOAAHBINATbBIH AKbIPJIbl ABTOMATTAPAbI 3EPTTEY
NCCNEOQOBAHUE KOHEYHbIX ABTOMATOB, MPUMEHAEMbIX B KPUMTTOMPA®UN

AHOamna. Makanada coHfbl asmomammapfsa HeeizdeneeH Kpurmozpausnblk Xylienepae wosy
bepineeH. Lllemendik 6acbinsimdapdarsl omaHObIK FanbiMOapOblH akbipsibl @agmomammbiK Kpunmozpagus
bolbiHwa meopusnsik Mamepuandapbl 3epmmendi. AKbipribl asmomvammap Moderns0epiHiH apmyprii
munmepiHiH XYMbICbIH XaKCblpakK MYCiHy ywiH Heei3ei yrbimOapra aHbikmamanap 6epindi: akbipribi
asmomam — maHyWwbl, akbipsibl agmomam — mypreHdipeiw, KidipicneH KalmbIMObIMbIK, Kepi asmomam,
akblpnibl  asmomammapObid — aybiCmbIpblybl XoHe Kypambl. ©Opi Kapali Makanada WbIFyCbi3
asmomammapra Heziz0eneeH KpurmoepagusnbiK anzopummoep cunammarndbl, ofapOblH apmbiKWibi-
nbiIKmapbl MeH kemwinikmepi aman emindi. CoHbIHOa wbifybl 6ap asmomamka Hee2i30efi2eH COHfbl
asmomammap modesnbdepi mypasnbl aknapam bepinedi. Knaccukanbik KpunmoepausiHbIH KordaHbIC-
marbl aneopummOepiHeH COHfbl asmomam MOOeriHiH apmbIKWbIbIKMapbl awbiidbl. 3epmmey
Kpunmoepagusanbsik — anzopummOepdiH  Hezisi pemiHOe  akblpribl  aemomammapObl  natdanaHy
rniepcrnekmueanapbl myparibi KOPblMbIHObI xacayra MyMKiHOik 6epedi.

Tylin ce3dep: Kpunmoezpagusi; wbifbiCbl 6ap akblpfibl a8momam, WbIFbICChI3 akblp/bl agmomam;
akblpsibl asmomammbiH KalimbIMObIbIfbl; aKbIpibl asmoMammapObiH Kypambil.

Abstract. The article provides an overview of cryptographic systems based on finite automata.
Theoretical materials of domestic scientists in foreign publications on finite-automaton cryptography have
been studied. For a better understanding of the operation of various types of finite automata models,
definitions of the main concepts were given: finite automaton — recognizer, finite automaton - converter,
reversibility with a delay, inverse automaton, permutation and composition of finite automata. Further in the
article, cryptographic algorithms based on automata without an exit were described, their advantages and
disadvantages were noted. At the end, information is given about finite automata models, which are based
on an automaton with an exit. The advantages of the finite automaton model over the existing algorithms
of classical cryptography are revealed. The study allows us to make a conclusion about the prospects of
using finite automata as the basis for cryptographic algorithms.

Keywords: cryptography; finite automaton with output; finite automaton without output; reversibility of a
finite automaton; composition of finite automata.

AHHOmMauyus. B cmambe npusedeH 0630p Kpurnmozpaguyeckux CUCmMeM, 8 OCHO8E KOMOPbIX
niexxam KoOHe4YHble asmomamebl. WVccrnedoeaHbl meopemuyeckue mamepuarbl 0medYyecmeeHHbIX
YYEHHbIX 8 3apybexHbix u3daHuli Mo KOHeYHo-aemomamwdol Kpunmoepacuu. [nsa nydwezo
noHUmaHusi pabombl pasfiu4HbIX 8UO08 KOHEYHO-aBmoMamHbix Mmodenel 6biiu  npueedeHsb!
onpederieHUs1 OCHOBHbIX MOHAMUL: KOHeYHbIU asmomam — pacrio3Hasamersib, KOHEeYHbIl agmomam —
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npeobpasogamenb, obpamumocmb ¢ 3a0epxkol, obpamHbll asmomam, nepecmaHo80Y4YHbIU U
KOMMO3Uuyusi KOHEeYHbIX asemomamos. [anee 6 cmambe O6biiu onucaHbl Kpunmozpaguyeckue
anzopummbl, OCHOBaHHble Ha aemomamax b6e3 8bixo0a, OmMeYeHbl UX [peumywecmsa Uu
Hedocmamku. B koHue npusedeHa uHOpMayusi O KOHEYHO-asmomamHbIX MoOersidX, 8 OCHO8e
KOmopbIX fexum asmomam C 8bIX000M. BbisieneHbl npeumyujecmea KOHeYHO-agmomMamHol modesu
Had cyujecmesylouwumMu anzopummamu Kraccudeckol kpunmoepaghuu. MccrnedosaHue mnosgonsem
clennampb 3aK/IKYEHUE O MepCrieKmMuUBHOCMU UCMOb308aHUS KOHEYHbIX asmoMamos & Kadecmee
OCHO8bI 01151 KpunmoepaghuyecKux anzopummos.

Knrodeenie crnoea: kpunimozpagus; KOHEYHbIU asmomam C 8biXOOOM, KOHEYHbIli asmomam 6e3
8bixo0a; 06pamumMocmb KOHEYHO20 agmomama,; KOMIMO3UUUsi KOHEYHbIX asmoMaimos.

Introduction. Digital communication can involve three categories of participants: sender,
recipient and attacker — a black hat hacker. To ensure the security of communication, it is
necessary to convert an original message into a presentation form that is incomprehensible to an
attacker. This can be achieved through cryptography — the science of models and methods of
encryption to ensure confidentiality, integrity, and authentication.

Currently, there are various mathematical (formal) models and computational methods of
cryptography that are used to ensure the security (reliability) of information exchange.

In the context of cryptography, the original message represented in a human-readable form is
called "plaintext” while the transformed message in an incomprehensible form is referred to as
"ciphertext". The methods used for the process of transformation are called "encryption and
decryption" methods, which can be called as cryptographic methods [1]. Cryptographic
techniques encompass a variety of approaches, including symmetric, asymmetric (or public-key)
encryption, and more. These methods are represented through theoretical-numerical models,
logarithmic signatures, elliptic curves, and a range of algorithms like 3DES, CAST5, AES,
RC4, Serpent, Twofish, Blowfish, IDEA, RSA, PGP, DH, FKE, Elgamal, and homomorphic
encryption (HE), among others [2].

The main goal of cryptographic methods is to ensure confidentiality, integrity,
authentication, authorization, availability, non-repudiation, and access control [3] when
transmitting data over an insecure channel.

As known from [4], many classical cryptographic methods are based on mathematical
models such as number theory, bilinear theory, and logarithmic concepts. Implementing such
methods can be costly due to the use of a large number of computational resources. For this
reason, many researchers are interested in improving existing cryptographic algorithms or
creating radically new formal models. As an alternative model for constructing efficient and
reliable cryptographic methods, the theory of finite automata is proposed, since finite automata
are characterized by the simplicity of their software and hardware implementation, proven by
the production of central processors of modern computers. Using various models of finite
automata, such as Mile/Moore automata, Robin-Scott model, Glushkov automata, cellular
automata and others, alternative methods for creating various cryptosystems have been
developed.

This article provides an overview of scientific research on the use of various models of finite
automata in the creation of several reliable cryptosystems.

Basic concepts of automata theory. The theory of finite automata is an important area of the
theory of formal languages and computing. This theory studies computational models called
finite automata (FA), which are abstract devices with limited memory and discrete states. Finite
automata, in turn, are divided into two classes: automata without output and automata with
output. FA without output, or automata — recognizer, is a mathematical model that recognizes an
incoming sequence of symbols. An abstract discrete device that transforms an incoming
sequence of signals into an output sequence of signals is called an FA with output, or an
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automata — transducer. These types of automata are widely used in cryptographic systems for
modeling and implementing various protocols and algorithms. They can be used for data
encryption and decryption, key management, integrity checking, and other cryptographic
operations.

Consider the formal definition of a FA. The simplest automaton is an algebraic structure of
the form [5]:

A=<X,Q,6>, (1)

where:

X = {xq,x,, ..., x, } — non-empty and finite set of input signal;

Q ={q1,92, ---, qi} — non-empty and finite set of states;

d: Q X X - Q —transition function.

If an initial state and a set of final states are added to the algebraic structure (1), then the
simplest automaton will become a recognizer automaton or an automaton without output with
finite memory and will have the following form:

A=< XJCIO'Q'QF'6>1 (2)

where:

qo € Q — initial state;

Qr S Q — set of final states.

It should be noted that the initial state g, can be simultaneously the final state.

Similarly, if a non-empty and finite set of the output alphabet and an output function are
added to the structure (2), then automata without output with finite memory will become an
automata — transducer or an automaton with output and finite memory and will have the
following form:

A:< X)YIqOIQFQFISF)L >; (3)

where:

Y — non-empty and finite set of output signal;

A: Q X X - Y- output function.

Automata without output, as well as automaton with output, are classified into deterministic
(DFA) and non-deterministic FA (NFA).

In DFA, each combination of the current state and the input symbol defines a single next
transition and state. This means that for each state and input symbol, there is only one next state.
A deterministic automaton does not allow ambiguity in determining the next state. An example
of DFA is the Robin-Scott model.

Unlike a deterministic finite automata, a nondeterministic automata can have multiple
possible next states for each state and input symbol. This means that upon receiving a specific
input symbol in the current state, the automaton can transition to one of several states or even
remain in the current state.

If system (1) is extended with the output alphabet Y = {y;,y, ..,ym} and, as a
consequence, with the output function A: Q X X — Y, then the simplest automaton will become
an automata- transducers or an automata with output and will have the following form: 4 =<
XY, Q81 >.

Automata- transducers include Mealy/Moore automata [6]:

q(t+1) = 6(q0), x(®))
y(&) = A(q(t), x(1))
q(t+1) = 6(q(0), x(®))
y(t) = (q(1))

Mili Machine:{ , 1=0,1,2,...

Moore Machine: { ,1=0,1,2,...
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The main property that influenced the application of FA in cryptographic algorithms is the
invertibility of finite automata with a finite delay 1. The study of invertibility of FA with output
was initiated by the cryptologist Renji Tao in the early 1980s, who is considered the founder of
Finite Automata Cryptography (FAC). FAC is the integration of finite automata with the
concept of cryptography, and this concept was introduced in the work [7]. R. Tao proved that
automata with output possess the invertibility property and demonstrated the possibility of
constructing inverse automata [8].

A finite automata - transducer is called an invertible FA with a finite delay T, if, having an
output sequence and an initial state, it is possible to restore the input sequence with a delay t. In
other words [9]:

The finite automata - transducer A =< X,Y,Q,4,4 > is invertible with delay 7, or 7 -
invertible, where T € N,, if Vq € Q,Vx,x' € X, Va,a' € X7, Alg, xa) =
Alg, x'a"). It follows that x = x'. In another formulation, we can say that for v q € Q,x €
X, uV a € X%, x can be uniquely determined using the state q and the output function
Aq, xa).

For finite automata without output to be invertible, it is necessary and sufficient that its
transition table be permutable. This means that each row of the transition table must contain a
different state. This important property ensures that the ciphertext is unambiguous. For security,
it is also assumed that all columns of the transition table form a permutation of the state set [7].

Automaton A =< X,Q,8 > is a permutation or Glushkov automaton, when for each pair
b € Q,x € X, there isonly one a € Q such that §(a,x) = b [5].

The main idea behind the applicability of FA in cryptography is that invertible finite
automata act as encoders for plaintext, while their inverses FA as decoders for ciphertext.
Definitions for inverse finite automata with output and without output are:

Automaton - transducer A’ is called inverse with delay 7 to automaton A, ifvge Q3 q’' € Q’
such that (q’, q) is a T-pair in A'¥A.

For Vg € Q and Vq' € Q', if Va € X®,3a, € X*: '(q',2(q,a)) = apa u |a0] = 7, then
(4',q) it is called a pair with a delay of 7 (z-pair) or in other words, ¢’ corresponds to g with
delay 7 [18].

Automaton — recognizer Al =< X,Q,571 >, with transition function §71(b,x) =
a,wherea, b € Q,x € X is called inverse to the automaton 4 = < X,Q,§ > if and only if ¢ (a,
X)=bh.

Then, for Va, b € Q (a # b) and for Vx € X* the equality A=*(A(x)) = x holds [9].

It should be noted that in finite automata cryptography, the concept of composition of finite
automata with output is encountered. Let's consider its definition:

Let two automata be given A; =< X;,Y;,Q4,6,,4; > and 4, =< X,,Y,,Q,, 55,1, >, where
X2 = Y1. Then the composition of two automata is defined as:

C(Al,A) =<< Xl'YZI Ql X Qz,é‘,/’l >,

where,
8(< q1,q2 >,x) = < 61(qq,%), 52(‘12:/11(611:95)) >, A< q1,q2 >,%) = Az(‘lz:’h(‘h:x)):

X € X1,q1 € 01,92 € Q5.

Finite automata without output in cryptography. The aforementioned FA without output had
found their application in cryptography. Various cryptographic systems have been built based
on them (Fig. 1).

The initiator of the application of finite automata - recognizer in cryptographic systems was
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the scientist R. Domosi [7]. In 2008, he proposed a new stream ciphering method based on the
mathematical model of Robin-Scott. However, this cryptographic system was compromised in
2010 by cryptologists Z. Kovacs and A. Pénzes. The cryptoanalysis of the Domosi system,
where an automaton equivalent to the key automaton of the cryptographic system was broken.
After extensive work on improving the compromised cryptographic system, in 2015 R. D6masi
and G. Horvath implemented a new block cipher, where keys were the Glushkov automata
product (permutation automaton). In 2016, Khaleel G. et al described proposed modifications to
the Domasi cryptographic system in their works [11].

FA without output

/\

MNondeterministic FA Dieterministic FA
Glushkov automata Robin-Scott model
hd hd b
Modified Déméai Cryptosystem ) .
cryptosystem - Khaleel's R Domdsi and Cr}[[:l):]tlliéitlem
cryptosystem G. Horvath
b

Multi-factor cryptosystem
based on FA

Figure 1. Cryptosystems based on FA without output

Interest in Finite Automata Cryptography (FAC) continues to evolve, as evidenced by the
proposed multi-factor cryptographic system using a recognizer automaton in [10].

In the symmetric cryptographic system proposed by Domdési, the FA without output serves
as the key that is used to encrypt the plaintext and decrypt the ciphertext. The essence of the
operation is as follows: each element of the set of plaintext symbols is assigned one or several
final states of the key automata, and each final state is assigned to one and only one element of
the set of symbols. During the encryption process, the key automata read the plaintext symbol
by symbol, starting from the initial state. Each text symbol is assigned a character string within
a specified range. The encrypted text is the concatenation of these character strings. During the
decryption process, the key automaton starts from the initial state and reads the encrypted text
symbol by symbol. During decryption, the input signals associated with the corresponding final
states are combined, leading to the restoration of the original message in its initial form [11].

The symmetric streaming cryptosystem Domosi has a number of advantages: a key-
independent random number generator, weak reversibility of automata that does not affect the
cryptosystem, a set of keys containing more than 256! randomly generated automata - keys. But,
unfortunately, it has a drawback - the ciphertext is many times longer than the plaintext [5].

As mentioned earlier, after the compromise of the Démosi cryptosystem, a new block cipher
based on Glushkov automata was proposed by Démdsi P and Horvath G. A. In the proposed
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cryptosystem, the same key automata and the same pseudorandom number generator act as both
the encoder and decoder. The cryptosystem consists of two main blocks: the pseudorandom
number generator block (PNGB) and the set of permutation automata block (SPAB). To obtain
the plaintext from the ciphertext, the same PNGB must be used, and it should be kept secret and
secure. Modern block ciphers ensure that encrypting the same plaintext results in distinct
ciphertexts. This is achieved by altering the initial value of the PNGB during each encryption
operation. Specifically, the PNGB generates two blocks: one remains constant and confidential,
serving as a part of the key (known as the main vector), while the other block changes with each
encryption, becoming the first block of the ciphertext (referred to as the initialization vector).
The final initial value can be calculated as a function of these two blocks. The encoding process
relies on an encryption function designed to bolster the security of the cryptographic system.
This function takes three parameters into account: the plaintext block and two pseudorandom
blocks. Through multiple rounds of this function, the encrypted text is produced. The decoding
process employs the same function but with different parameters: the ciphertext block and two
pseudorandom blocks [12].

The block cipher system under discussion boasts high-speed encryption and decryption
capabilities. Performance testing has revealed that it can achieve encoding speeds exceeding 7
megabytes per second. Furthermore, the system demonstrates an ideal avalanche effect.
Additionally, a notable advantage of this system is that the number of possible key automata is
equal to 256!65536. This provides a significantly strong defense against brute force attacks.

The identified drawbacks of the D6masi stream cipher system prompted researchers G.
Khaleel and Turaev Sh. to modify the system and propose an enhanced cryptographic algorithm,
known as Modified Domési cryptosystem. In the suggested approach, an additional control
mechanism is employed to prevent rollback within the encryption algorithm. This control
system generates two vectors by considering the current state, input symbols, and final states.
The control system comprises two phases: initialization and utilization. Thanks to this alteration,
which effectively mitigates inverse search challenges, the encrypted text is generated in linear
time relative to the maximum length of the encrypted text blocks. Importantly, this modified
cryptosystem maintains an equivalent level of security against attacks as the original Domosi
cryptosystem [11].

A notable advantage of the modified Domosi cryptosystem is that the use of NFA introduces
non-determinism to the system. This, in turn, allows the system to avoid the reversibility of a
FA. As a result, a cryptosystem based on NFA cannot be compromised using reversibility.

It is worth noting that finite automata can be applied as a component in any cryptographic
system. For example, in the paper [10], it is demonstrated how the RSA cryptosystem can be
improved by adding a recognizer automata. The essence of the proposed multi-factor
cryptosystem with an automata is as follows: the message Recipient generates key pairs and
then sends a list of public keys (r) to the Sender, where the value of r ranges from 50 to 100 or
1000. The Sender selects the public key from the list r, then sets the input alphabet X,
determines the formal language L over the alphabet £ and builds a FA without output - M,
which recognizes the specified language L. Next, the Sender encrypts any sequence of
characters of the language L using the selected public key, and sends a set containing the
encrypted element of the language L and the constructed automatic recognizer M. After
receiving this set, the Recipient decrypts the encrypted element of the language using all r secret
keys, and receives an r — set of decrypted elements of the language L, which is fed to the input
machine M. In the case where the automaton M accepts more than one of the decrypted
elements of the language, the Recipient asks the Sender to repeat the procedures described
above. Once the Recipient receives only one decrypted element, they memorize the ID of the
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private key used to identify the decrypted element accepted by automaton M. Recipient indicate
that the Sender can start sending the encrypted message. Upon receiving instructions, the Sender
encrypts the message using the chosen public key and sends it to the Recipient, who then
decrypts it using the corresponding known private key.

It should be noted that the proposed multi-factor cryptosystem has a higher cryptographic
strength than the classical asymmetric cryptosystem RSA. This is due to the fact that in one
session a large set of public and private key pairs is generated between the Sender and the
Recipient, which can mislead a third party, since the attacker has no idea which of the list of
public keys was selected.

Finite automata with output in cryptography. The previous section discussed the use of
automaton models without output in cryptography, highlighting the advantages and drawbacks
of such models, such as the Domosi cryptosystem and its enhanced version. However, there is
also interest in automata with output. Therefore, many scientific papers have been studied and
analyzed [7], where the concept of finite automata cryptography was introduced, which is
integration of the theory of automata and cryptography.

Knowledge about the representation of FAC has been systematized and described using a
constructed ontology, which provides a clear understanding of the application of finite automata
in this field. As a practical example, the ontology of the FAPKC (Finite Automation Public Key
Cryptosystems) was created - a stream cipher with an open key based on finite automata,
proposed by R. Tao [9]. This ontology demonstrated the process of enhancing FAPKC from
version FAPKCO to FAPKCA4.

Asymmetric cryptosystem based on FA is interesting because it uses a public key, which is a
composition of reversible automata, to encrypt plaintext and verify signatures. While the private
key used to decrypt and sign messages consists of inverses of these automata. This method
particularly noteworthy because reversing the sequence of the automata is a difficult task,
especially without knowing the secret key. In number theory, a large number can be
decomposed into prime factors and their order in the product does not matter, in FA theory, the
order of the placement of FAs in the composition is of great importance. In other words, the
composition of a FA does not have the property of commutativity. Therefore, decomposing the
composition of FA into their constituent components is as difficult as decomposing the product
of two large numbers. Thus, the decomposition of FA into primitive automata is the key to
building highly reliable information security systems. [7].

As it is known, the key property of finite automata that determines their application in
information encryption/decryption is invertibility. Therefore, research has been conducted on
the verification of automaton invertibility and the algorithms for constructing automata, which
have been presented in works [13, 14]. In these works, the problems of invertibility of several
FA models (FAM) were considered, such as the invertibility of FA with input-output memory
and the invertibility of automata storing information, which confirms the need to study the
problem of reversibility and other FAM.

In 2010, S. Chopuryan and G. Makarov proposed an improved FAPKC system that can
withstand such types of attacks as an attack based on the selected plaintext and based only on
ciphertext [7]. One of the drawbacks of existing finite automata public key systems is that they
rely on easily invertible nonlinear automata with zero delay and easily invertible linear automata
with delay z. To create more secure FAPKC algorithm, the authors S. Chopuryan and G.
Margarov proposed increasing the delay t of the encryption finite automaton. To achieve this
goal, they presented two methods. The first way is to modify the non-linear automata to easily
invertible non-linear automata with a delay z1, where the delay 71 is proportional to the number
of states of the easily invertible linear automata. The second way is to add new states between
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two states of an easily invertible linear automaton. The resulting new linear automaton is
equivalent to the initial automaton, but has a large clock delay.

It is known that besides FAPKC, there are other FAM in cryptography. For example, the
application of automata in a cryptosystem based on a 128-bit key using the key generation
algorithm based on DAFA (DES Augmented Finite Automaton cryptosystem) and DES (Data
Encryption Standard). Also exist new cryptographic algorithms based on Mealy/Moore
automata and recursive functions. One of the components in the proposed system is automata
that are part of the secret key. Recursive functions such as a recurrent matrix, generating
function, and graph are used, and their reversibility is defined.

The research in [15] delved into a comprehensive examination of the properties of LFT
(Linear Finite Transducers) and their invertibility. Additionally, a novel structural FA with
Memory known as PILT (Post Initial Linear Transducer) which is extend of LFT was
introduced in the same context. These studies extensively examined the properties and
reversibility of LFT, providing various examples to illustrate the proposed methods and
concepts in a visual manner. The works delved into the specifics of formalizing the process of
injectivity verification and developing memory-based inverse finite transducers, including both
linear and quasi-linear models.

Conclusion. There are numerous well-known cryptographic ciphers that are successfully
used for information security and demonstrate high computational efficiency. However, the
rapid progress and development of quantum computers have increased the probability of solving
many classically hard problems, while advancements in cryptanalysis have spurred the
development of new methods to break classical cryptographic systems. For example, 1024-bit
RSA encryption was cracked by researchers from the United States, the Netherlands, and
Australia, who discovered a serious vulnerability in the cryptographic library implemented in
GnuPG. Such instances stimulate the development of new cryptographic systems or the
improvement of existing ones using alternative mathematical models.

Thus, the growing threat of cryptanalysis and the development of quantum computers
drive the creation of new cryptographic systems that are resistant to new methods of attacks
and ensure a high level of information security. From the research conducted by scientists and
published in international and Kazakhstani journals, it can be concluded that finite automata
show promise as a foundation for cryptographic algorithms. Further research on the
construction methods of such crypto-algorithms and their analysis methods remains highly
relevant tasks.
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