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Abstract. The paper proposes an approach to identify anomalies in network traffic based on the use of
machine learning classifiers. The solution allows you to determine the resulting state class by averaging
the votes of individual classifiers. The approach was evaluated on the NSL-KDD public dataset. A compar-
ison of the performance of classifiers and their averaged evaluation using the Weka tool was performed.
The NSL-KDD set has been optimized, with an emphasis on "rootkit" type attacks, as one of the most diffi-
cult types of attacks to detect. Using the bagging-based approach implemented in the Weka application, it
was possible to obtain accuracy results — 99.94%. During the experiment, a tendency of increasing accu-
racy in the application of bagging on open data was revealed as the volume of training data increases. The
proposed approach can be applied in the design of systems for detecting attacks and other abnormal
states of information systems. The results of the accuracy of the average assessment require further re-
search in order to improve the indicators. It is possible to modernize the approach of averaging the votes
of classifiers by excluding/adding other classifiers, qualitative selection of attributes and their features, in-
creasing the number of training samples for classification.

Keywords: bagging; NSL-KDD; vote; Weka; anomaly detection; rootkits; information security.

AHOamna. Makanada MawuHarnblK OKbimy KiaccugukamopiapbiH KondaHy HeeisiH0e xeninik
mpagpukmeeai aybimkynap0db! aHbikmay o0ici ycbiHblFaH. LLlewim xeke knaccugukamopap 0aybicmapbiH
opmauwianay apKbifbl anblHFaH KyU KrnacblH aHbiKmayra MyMKiHOIKk 6epedi. Tacin xannbiFa Ko xemimoi
NSL-KDD Odepekmep XubliHmbifbl HeeidiHOe bOaranaHObl. Weka KypanbiH KondaHa OmMbIpbI,
KknaccugbukamopnapObiH eHimOiniai MeH osiapObiH opmawa baranaHybl canbicmblpbliobl. NSL-KDD
XKubIHMbIFbI "pymkum” munmi wabysindapra baca Hasap aydapa ombipbir, wabybindapObiH €H KubliH
mypnepiHiH 6ipi pemiHde oHmalnaHObipblnObl. Weka KocbiMwacbiHOa Xy3eze acbipbiiiFaH 632uHzke
Heeiz0erneeH mocindi KondaHa omeipbin, 99,94% knaccugukayusi OondiciHe KON  Xemki3inoi.
OkcnepumeHm b6apbicbiHOa OKbimy OepeKkmepiHiH kenemi ynralraH calibiH 6azuHe OsandiziHiH xofapnay
ypoici aHbikmandbl. ¥cbiHbiiFaH macindi wabybindapObl aHbiKmay XyUernepiH XoHe aknapammablK
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XyuenepdiH 6backa wmammaH mbIC KyUnepiH xobanay kesiHOe KondaHyra 6onadel. Opmawa baranay
OandieiHiH Hemuxenepi Kepcemkiwumepdi xakcapmy MakcambiHOa KocbiMwa 3epmmeynepdi Kaxem
emedi. KnaccugbukamopnapdbiH daybicmapbiH opmalianay maciniH 6acka knaccugukamoprnapObl anbir
macmay/kocy, ampubymmap meH onapObiH epeKwenikmepid cananbl maHoay, Krnaccugukayus ywiH
OKblmy yr2inepiHiH caHbiH kebelimy apKbiribl XaHapmyfra 6onadsbi..

Tyliin ce3dep: 63zeuHe;, NSL-KDD; Oaybic 6epy; Weka; aybimkynapObl aHbiKmay, pymkummep;
aknapammbik Kayinci3oik.

AHHOmauusi. B cmambe npednaszaemcsi MoOX00 K 8biS8IEHU0 aHoMarnul 8 cemesom mpacghuke, oc-
HOBaHHbIU Ha UCMO/b308aHUU Klaccughukamopos MauwuHHo20 obyyeHus. PeweHue ro3sonsiem ornpede-
nume  pe3ynbmupyrowuli  Krnacc cocmosiHUsi rymeM ycpedHeHuUsi 2051008 omoesibHbIX Kaccugu-
kamopos. M1odx00d b6binn oyeHeH Ha ocHoge obwiedocmynHozo Habopa daHHbIx NSL-KDD. Bbino nposede-
HO cpasHeHue npoussooumMenbHOCMU Kiiaccughukamopos U UX yCpeOHEHHOU OUEHKU C UCOob308aHUeM
uHcmpymeHma Weka. Habop NSL-KDD 6bin onmumu3supogaH ¢ akueHmoM Ha amaku murna "pymkum”,
Kak 00uH u3 Hauboriee crnoxHbix Ons obHapyxeHuss munog amak. Vcrnonb3ysi no0xo0, OCHOBaHHbIU Ha
b63zeauHee, peanusosaHHbIl 8 npumnoxeHuu Weka, ydanoce nony4ums pe3yrnbmambl MOYHOCMU Kiaccu-
gukayuu - 99,94%. B xole akcrniepumeHma bbina ebisierieHa meHOeHUUs! Mo8bIWEeHUs] MOYHOCMU rpume-
HeHus1 63zauHaa Ha nybnuyYHbIX OaHHbIX M0 Mepe ygesnuyeHusi obbema obydarowux 0aHHbIX. [TpednoxeH-
HbIU M00X00 MOxem bbimb NPUMEHEH MpuU MPOeKmMuUpPo8aHuU cucmem ObHapyXeHuss amak u dpyaux He-
wmamHbIX cOCMOosIHUU UHGOPMaUUOHHbIX cucmeM. Pe3yrnbmamel moyHocmu cpedHel oueHKU mpebyrom
OanbHeliwux uccredosaHuli € yenblo ynyqweHus rokasamenel. MoxHo modepHu3duposams M00xod
ycpeOHeHUs1 20/10c08 Kraccughukamopos rymemM UCKIrYeHus/0obasneHusi Opyaux Kriaccughukamopos,
KavyecmeeHHO20 ombopa ampubymos u ux ocobeHHocmel, ysenu4YeHus1 Konuyecmesa obydaruux 8bi6o-
POK 0n1s Knaccugbukayuu.

Knrodeenie cnoea: 63zzuHe; NSL-KDD; eonocosaHue; \Weka, obHapyxeHue aHomanud; pymKumsl;
UHGbopMmayuoHHas1 6e30nacHoOCMb.

Introduction. The operation of corporate telecommunications networks (CTN) requires con-
tinuous monitoring of system failures, conflicts, network equipment errors and information se-
curity (IS) incidents. The monitoring systems unfolded for these purposes are collected around
the clock and show the events taking place in the CTN.

Meanwhile, the quantity and quality of the methods and techniques used by attackers is
growing every day: new types of sophisticated attacks appear, most of which cannot be recog-
nized by existing systems. Along with this, manufacturers of computing equipment and infor-
mation systems (IS) are not in good loss-vulnerability, which help attackers to constitute their
goals.

According to the statistics of the international software development company in the field of
information security Positive Technologies [1], attackers are constantly looking for techniques
with which they can bypass antiviruses and protection mechanisms built into operating systems
(0S). Since the beginning of 2020, attempts have been identified to use the new vulnerability
CVE-2020-0601 in Windows CryptoAPI to sign malware (the vulnerability allows bypassing
the certificate verification mechanism). Another example is malware for remote management of
SysUpdate. This is a unique development of the Bronze Union ART Group, which attackers use
to deliver other malicious software (payload) to their controlled devices. As a rule, this payload
is not detected by antiviruses, since the file has an undefined format and the antivirus cannot
recognize it. Another example is the FakeChmMsi malware with a complex delivery chain of
the GhOst Trojan, during which the DLL hijacking technique is used twice, making it difficult to
analyze the malicious software with antivirus protection tools. More than a third (34%) of all at-
tacks on legal entities using malicious software is an attack by encryption Trojans. The opera-
tors of these and some other cryptographers have created their own websites on which they pub-
lish information stolen from victims in case of refusal to pay a ransom. The share of attacks di-
rected at individuals was 14%. Half of all stolen data are usernames and passwords. This is due
to the high proportion of spyware (56%) in malicious campaigns against individuals [2].

One of the causes of such incidents is the fact that existing systems for detecting harmful da-
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ta use the signature approach, which implies the identification of viral programs based on the
known properties of the virus - its signatures. Although most safety systems develop signatures
a secret, the bulk of the signature is in the public domain, and the attackers are well aware of
them. To bypass the restrictions, attackers constantly modify their programs and hacking meth-
ods, and the signature approach no longer works [3, 4], in the meantime, they will learn about a
new type of virus or attack, and companies will release updates to their systems, a lot of pre-
cious time will pass, which will be enough to compromise the data and “cover their tracks".
Thus, relying solely on signature-based detection may leave organizations vulnerable to new
and unknown threats.

In addition, attackers can use various evasion techniques to bypass signature-based detection
systems, such as polymorphic malware, obfuscation, and encryption [5]. Polymorphic harmful
[6] can change its appearance every time it infects a new system, which makes it difficult to de-
tect using systems based on signatures. Placement includes a change in the malicious software
code in order to make it difficult to detect. Encryption [7] can also be used to conceal the mali-
cious code, which complicates the detection of systems based on signatures.

All unknown and new types of potentially negative effects on the CTN at the initial stage of
identification are called anomalies, due to the fact that they are clearly different from the normal
functioning of the network, but its origin, structure and hazard level for the CTN are unknown.
To identify such anomalies, you need an integrated approach and the use of intelligent data pro-
cessing systems.

Literature Review. Depending on the setting of the task of identifying potentially harmful da-
ta in the CTN, three main directions can be distinguished:

— Statistical Methods;

— Machine Learning Methods;

— Rule Based Methods.

One of the common approaches to the detection of anomalies in network traffic is Statistical
Methods [8, 9]. This includes an analysis of the statistical properties of data on network traffic
to detect unusual patterns or behaviors. For example, an anomaly can be detected if the traffic
volume or frequency of certain types of traffic is significantly deviated from the expected levels.
An example of the statistical method of detecting anomalies is the use of sliding medium [10,
11] or exponential smoothing [12] to identify trends and anomalies in network traffic data.

Machine Learning Methods [13]-[15] can also be used to detect anomalies in network traf-
fic. These methods include training the model on a large set of network traffic data and using
the model to identify unusual patterns or behaviors in new data. For example, clustering meth-
ods can determine the current state of loT devices [16]. Also, an example of a machine learning
method for detecting anomalies is the use of neural networks [17, 18], which are able to study
complex patterns and relationships in the data.

Rule Based Methods [19, 20] can also be used to detect anomalies in network traffic. These
methods include the definition of a set of rules or threshold values that launch alert when ful-
filling certain conditions. For example, a rule can be determined to launch a warning if the
number of unsuccessful attempts to enter the system exceeds a certain threshold over the speci-
fied period of time. An example based on the rules of the method of detecting anomalies is the
use of Snort [21] open source invasion systems, which uses a set of predetermined rules to de-
tect various types of network threats.

In conclusion, it should be noted that each study can make a significant contribution in the
implementation of abnormalities detection systems, which are an important tool for network
administrators and security specialists. They help detect unusual behavior and events in network
traffic, reveal threats to security and network performance problems. With the advent of ma-
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chine learning and deep learning methods, the accuracy and effectiveness of abnormalities de-
tecting systems continue to increase.

Materials and methods of research. The variety of elements of the Internet of things, a large
number of objects, protocols of interaction, data processing technologies, heterogeneity of for-
mats, constantly changing architecture and changes in configuration can lead to various failures
and failures of functioning that affect the functioning parameters. Analysis of the values of the
statistical parameters of network traffic when performing various operations and commands al-
lows the device to implement monitoring and state control systems.

In this paper, we propose a method for assessing the state based on bagging of classifiers,
which, ideally, makes it possible to adjust the weight of the classifier's "voice™" in accordance
with the analyzed destructive effect on the CTN, "smooth out" statistical data, analyze various
encodings.

The formalized description of the proposed approach will look as follows [22, 23].

Let there be many n states of the system {z,, ..., z,} € Z, which change in discrete moments
of time under the influence of internal and external influences.

At the consistent moments of time ¢, ..., t, for the state z;, measurements of the values of
the studied parameters {X;} were made.

The parameter X; = (x4, ..., x,,;) contains values of the temporary row of length n > 2.

The presentation of model looks as follows (1):

X;(t) = F[S;(0), v; ()] 1)

where the X; vector is the result of mutually independent signals S(t), which have a distortion
of the noise component v(t) in discrete moments of time t = ¢, ..., ti.

Observations of states are represented by a tuple of variables X = X3, ..., X,, formed by sev-
eral parameters.

Vector X is a time series of tuples of values received from registering devices.

The set of states Z is defined by vectors X3, X5, ..., X,,, reflecting the behavior of the process
in a multidimensional space. The binary set of classes C, initially divided into subsets dangerous
C; and safe C,, is put in accordance with the set of states.

Thus, there is a marked-up final training sample (2):

X= {(xll; R xnl)J (xIZJ Tt an)' R (le, 'xnm)} (2)

It is necessary to construct a classification algorithm a; for the input vector of values X;, dis-
playing Z — C.

The accordance of the current observation to one of the sets C; or C, is determined based on
the decisive rule ¢’(x) of the algorithm a;. It is determined by the function f(x), which gener-
ates a partition of space into two disjoint areas (3):

o = G0 2 )

C,,mipu f(x) < ¢ 3

where ¢ is the threshold value.

In the problems of identifying anomalies in traffic, due to the specifics of the implementation
of the function f(x) dividing the space, an error occurs for the classification algorithm, which
can be smoothed out by a sequence of k independently trained classifiers a;,i = 1, ..., k. Then,

a;(x;) — ¢; € C —the answer of the i-th classifier.

{P;(cjlx)}}=o — a posteriori probability for the i-th classifier after training.

w; = 1 weight coefficients.
k
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a(x) = arg max Y o wiPi(cilx;) — general classifier.
j=0,...n

Results and discussion. The NSL-KDD [24, 25] public dataset was used to evaluate the pro-
posed approach. As part of the experiment, a binary classification of the states of the telecom-
munications system was carried out (identification of malware such as rootkits and normal traf-
fic). Weka software was used to conduct an experimental evaluation of the approach. The eval-
uation was performed for the classifiers: Naive Bayes, Hoeffding Trees, J48, Random Forest,
Random True and REPTree. The sample was divided into two parts, one of which was training,
and the other was used for testing.

The data structure consisted of a vector of more than 40 attribute values, the description of
which is presented in Table 1.

Table 1. Description of the features of the NSL-KDD dataset

No Feature Description

1 |Duration Duration of connection time

2 |Protocol_type The type of connection protocol

3 |Service The network service utilized by the destination host

4 |Flag Connection state

5 |src_bytes _The quantity of (_jata bytes that the source sent to the recipient with-
in a one connection

6 |Dst_bytes _The quantity of (_jata bytes that the recipient sent to the source with-
in a one connection

7 |Land 1 if the source address and port and destination address and port

match, O if they do not match
The overall number of incorrect fragments within a single connec-

8 |Wrong_fragment

tion
9 |Urgent The number of network packets with an urgency bit
10 |Hot The number of important indicators in the data
11 |Num_failed logins How many failed attempts of login have been made
12 |Logged _in 1 if the login attempt was successful, otherwise 0
13 |Num_compromised The quantity of compromised state
14 |Root_shell 1 if root level access is obtained 0 if not
15 |Su_attempted If the “su root” command was applied then the value is 1; 0 if not

How many attempts to connect to the root level were made or per-

16 |Num_root formed operations from the root level within one session

17 |Num_file creations The quantity of operations to create a file when connecting

18 |Num_shells How many shell hints were revealed

19 |Num_access_files How many manipulations with access control files have been done
20 [Num_outbound_cmds Numbering of outgoing commands if it was ftp connection

21 |Is_hot_login 1 if the connection attempt refers to the root level; otherwise 0

22 |lIs_guest_login 1 if the connection attempt is at the guest level; 0 if not

How many connections were there to the same host within the last
couple of seconds

How many connections have there been to the same service by port
number as the actual connection in the last couple of seconds

What is the percentage of sessions in which the flags (4) s0, s1, s2
or s3 were activated in the session combined into count (23)

What is the percentage of sessions in which the flags (4) s0, s1, s2
or s3 were activated in the session combined into srv_count (24)
What is the percentage of sessions in which the REJ flag (4) were
activated in the session combined into count (23)

23 |Count

24 |Srv_count

25 |Serror_rate

26 |Srv_serror_rate

27 |Rerror_rate
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No Feature Description
What is the percentage of sessions in which the REJ flag (4) were
28 |Srv_rerror_rate . . . - .
- - activated in the session combined into srv_count (24)
What is the percentage of sessions to the same resource, in the ses-
29 |Same_srv_rate . . .
sion combined into count (23)
30 | Diff srv rate tht is the percentage of sessions to various resources, in the con-
== nections combined into count (23)
31 |srv diff host rate What is the percentage of sessions that were to different destination
- == hosts in the sessions combined into srv_count (24)
32 |Dst_host_count The number of sessions with the same target IP address
33 |Dst_host srv_count The number of sessions with the same number of port
What is the percentage of sessions to the same resource, in the ses-
34 |Dst_host_same_srv_rate . LA
- = - = sions combined into dst_host_count (32)
35 |Dst host diff srv rate What_ls tr_]e percentage of sessions to any services, in sessions
— == = combined in dst_host_count (32)
36 |Dst host same src port rate What is the percentage of sessions have there been to the same
- = _Sre_port_ source port in the sessions combined in dst_host_srv_count (33)
. What is the percentage of sessions have there been to different tar-
37 | Dst_host_srv_diff_host_rate get hosts in the sessions combined in dst_host srv_count (33)
What is the percentage of sessions in which the flags (4) s0, s1, s2
38 |Dst_host_serror_rate or s3 were activated in the sessions combined in dst_host_count
(32)
What is the percentage of sessions in which the flags (4) s0, s1, s2
39 |Dst_host_srv_serror_rate or s3 were activated in the sessions combined in
dst_host_srv_count (33)
What is the percentage of sessions in which the flag (4) REJ flag
40 | Dst_host_rerror_rate was activated in the sessions combined in dst_host _count (32)
What is the percentage of sessions in which the flag (4) REJ flag
41 | Dst_host_srv_rerror_rate was activated in the sessions combined in dst_host_srv_count (33)
42 |Class Class of data

The classifiers were evaluated based on the Precision (5) and Recall (6) indicators:

P

Precision = irp X 100% (5)
Recall = —2— x 100% (6)
TP+FN

where TP is a true-positive solution of the classifier, TN is a true-negative solution, FP is a
false-positive solution, FN is a false-negative solution.

The results of the evaluation of Precision and Recall obtained during the experiment are
shown in (Table 2) and (Table 3).

Table 2. Precision for various classifiers

Ne | Class Naive Bayes, Hoeffding J48 Random Random REP Tree,
- % Tree, % % Forest, % Tree, % %
normal 96,9728 100 99,9794 100 99,9588 99,9588
rootkit 83,3333 0 50 16,6666 50 83,3333
Table 3. Recall for various classifiers
‘ No ‘ Class ‘ Naive Hoeffding J48 Random Random REP Tree,




«BECTHUK BKTVY» 240 Ne 1, 2024
Bayes, % Tree, % % Forest, % Tree, % %
normal 0,970 1,000 1,000 1,000 1,000 1,000 Th
- e
rootkit 0,833 0,000 0,500 0,167 0,500 0,833 overall
accuracy score of classifiers is determined by the expression (7):
Accuracy = %X 100% @)

where, P is the number of entries for which the classifier made the correct decision, and N is the
size of the training sample.
The accuracy values for binary classification are given in (Table 4):

Table 4. Accuracy for various classifiers

Class Naive Bayes, Hoeffding J48, Random Random REP Tree,
% Tree, % % Forest, % Tree, % %
ALL 96,956 99,8766 99,9177 99,8972 99,8972 99,9383

Figure 1 shows a visual representation of the accuracy results.
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Figure 1. Accuracy indicators for various classifiers

In the second part of the experiment, a sequence of classifiers was implemented to average

errors.

The set was divided in the ratio of 20/80, 40/60, 60/40 and 80/20, where the first part shows
the ratio of entries for training, and the second for testing. The incoming data were simultane-
ously processed by all classifying algorithms. The results obtained after the application of bag-
ging, which determines the resulting state class by averaging the voting values, are given in the
Table 5.

Table 5. Accuracy for bagging of classifiers

Ratio

20/80

40/60

60/40

80/20

Correctly classified entries

99,8457

99,8629

99,8715

99,9486
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| Incorrectly classified entries | 041543 | 041371 | 01285 | 10,0514 |

Thus, the results of testing an open NSL-KDD dataset with machine learning classifiers im-
plemented in the Weka application using bagging show accuracy results of 99.94%.

During the experiment, sufficiently "strong" classifiers were selected, however, even on such
a set when using bagging, as the volume of the training sample increases, a certain the growth of
accuracy.

Conclusion. The exponential growth of information requires the improvement of models
and methods of its analysis for the detection of destructive effects. At the same time, new
types of attacks appear, and their detection by modern means becomes more problematic. It
is necessary to analyze a larger number of network traffic parameters to identify such im-
pacts.

The paper proposes an approach to identifying abnormal situations in network traffic based
on the use of bagging classifiers. Given the fact that a significant number of traffic indicators
are being processed, the proposed approach has shown acceptable results without pre-processing
the data by smoothing out possible errors with several machine learning classifiers.

The main advantage of the proposed approach is the possibility of scaling and combining it
by adding new classification algorithms. Also, it is possible to make changes to the weight coef-
ficients, which allows improving the accuracy of identifying potential negative impacts.
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