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Abstract. Ransomware is one of the most serious cybersecurity threats, as it can have a devastating
impact on private users, businesses and government agencies alike. This survey paper analyses current
ransomware decryption techniques, which include approaches such as brute-force, vulnerability analysis,
specialised decryptors and machine learning techniques. The aim of the study is to provide a comprehensive
analysis of existing methods to determine their effectiveness, resource costs and limitations.

Particular attention is given to methods utilising artificial intelligence due to their significant potential in
improving decryption efficiency and developing adaptive solutions. The analysis shows that machine
learning and Al can significantly accelerate vulnerability detection and improve decryption accuracy. The
results of the study highlight the importance of leveraging these advanced technologies to better protect
systems from threats posed by ransomware.

The practical relevance of the paper is that it provides cybersecurity professionals with valuable insights
into the selection of appropriate defence techniques and possible ways to improve them. The article also
reveals directions for future research, focusing on the need to develop more versatile and effective defence
tools. The authors demonstrate that integrating new technologies into existing approaches can significantly
reduce risks and increase the resilience of systems. Thus, the presented material contributes to the
knowledge and understanding of modern decryption techniques and their role in combating ransomware,
making it an important contribution to the development of the industry.

Keywords: Ransomware, encryption, decryption, artificial intelligence, machine learning.

AHOamna. boricanaywsi-ripozpamvmarnap Kubepkayinciadik canacbiHOarbl eH YikeH KayinmepOiH 6ipi
6onbin mabbinadel, elmkeHi onap eke nalifanaHywsblnapra, KocinopbiHOapra XoHe MeMrekemmik
MeKkemernepze almaprnbikmal  3usH Kenmipyi MyMmkiH. Ocbkl  wosny Makanacel 6orncanaywsl-
npoepammanapOs! OewugpraydbiH 3amaHayu adicmepiH mandayra apHarraH, ofaH napons0epdi maHday
(brute-force), ocandbikmapdsbl manday, apHatibl dewughpamopnapObl natidanaHy XoHe MawUHarsblK OKbimy
mexHornoausinapbiH KondaHy cusikmabi 8dicmep KipeOoi.

3epmmeydiH makcambl — KondaHbicmarbl 8dicmepdi onapObiH muimdinieiH, pecypcmap WblfbiIHOapbIiH
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JKOHe weKkmeyrnepiH aHbiIKmay YWiH XaH-Xakmbl manoay.

XKacaHObI uHmennekmmi kondaHamelH adicmepee epekwe Hasap aydapsbinadel, cebebi onapobiH
Oewucppray muimdinieiH apmmeipyda xoeHe belimOenaiw wewimOepdi xacayda alimaprbikmal aneyemi
bap. Tanday mawuHanbik okbimy meH XKW ocandbikmapObl aHblKmay yoepiciH edayip xedendemir,
Oewudppnay OdendieciH apmmelpa anambiHbiH Kepcemedi. 3epmmeydiH Hemuxernepi 6yn 03bIK
mexHornozusnapob! Xyltenepdi 6oncanaywel-npoepammanapdaH mybiHOalmbiH KayinmepdeH Koprayobl
Xakcapmy ywiH natidanaHyObiH MaHbI30biibifbIH aliKbiHOaliob!.

MakanaHbiH npakmukarsblk MaHbI30bibifbl — 051 Kubepkayincisdik canacbiHOarbl MamaHOapra Kopray
adicmepiH maHday xoHe onapObl xemindipy xondapbl myparsnbi KyHObl manimemmep 6epedi. Makana
coHOal-ak bonawak sepmmeynepze barbimmap kepcemirn, ambeban xoHe muimOi Kypandapdsl a3ipney
KaxemminieiHe Ha3ap aydapaldbl. Asmopriap xaHa mexHonoausnapobl KondaHbicmarbl 8dicmepae
bipikmipy xytienepdiH mayekendepiH alimapribikmat memeHAemir, onapObiH MypPakKmblblFbiH apmmbipa
anamsbiHbiH Qanendelidi. Ocbinalwa, ycbiHblFaH Mamepuarn 6orncanaywsi-npozpamMmariapMeH Kypecme
Kasipai dewugppnay adicmepiHiH peni MeH MaHbI30bIbiFbIH MYCiHyOi mepeHOemyee biknan emedi, 6y OHbl
canaHblIH 0amybiHa MaHbI30b! yriec emedi.

Tylin ce3dep: boricanaywsi-npospammanap, wugpnay, Oewugpnay, xacaHObl UHMeNekm,
MaluHanbIK OKbimy.

AHHOmMauusi. lNpoepammbi-ebiMo2amerniu npedcmassnisiom O0OHYy U3 caMbiX CEePbE3HbIX yepo3 8
obnacmu kubepbe3onacHocmu, MOCKOJbKY OHU MO2ym HaHecmu paspyuwumerbHoe go3delicmeue Kak
Ha YyacmHbIX nofb3ogamesiel, mak U Ha npednpusimus U 20cydapCmeeHHbie y4upexoeHus. [aHHas
0630pHasi cmambsl NoceslWeHa aHanu3y COB8PEeMEHHbIX Memodos OewughposaHusi Mnpospamm-
e8bIMO2amerieli, Komopble 8K/oYarm makue nooxodsl, kak nepebop naponel (brute-force), aHanus
ysassumocmel, npuUMeHeHue creyuanu3uposaHHblx Oewughpamopos U Ucnob3o08aHue mexHonoaul
MawuHHO20 obyyeHus. Llenbto uccnedogaHus siensiemcsi npedocmasrieHue 8CeCmMopoOHHE20 aHau3a
cywecmesyrwuwux memodos 0nsi onpedeneHus ux ahgekmusHocmu, 3ampam pecypcos U
oepaHu4eHud.

Ocoboe sHumaHue ydeneHO Memoodam, UCMOoMb3YIOWUM UCKYCCMBEHHbIU UHmesinekm, bnazodaps ux
3HayumesibHOMy romeHyuasny 6 MosblweHUU 3aggekmusHocmu OewughposaHuss u pa3pabomke
adanmusHbIx peweHul. AHanu3 rokasmleaem, 4mo MalwuHHoe obyyeHue u UM mMoeym cyuiecmeeHHO
yCKOpUMb MPOUECC 8bISBIIEHUS] ysa38uMocmel U 08bicUmb MOYHOCMb Oewugposku. Pedynbmamsbi
uccnedosaHus MoOYepKUBarom 8aXXHOCMb UCMOIb308aHUSI 3mux nepedo8biX MexHomo2ull 0ns Mo8bILUEHUST
3awumsl cucmem om yepo3, UCX00suuUx om rpoepamm-ebimo2amerned.

lMpakmuyeckasi 3Ha4UMOCMb CmambU 3aKIryaemcsi 8 momM, Ymo oHa npedocmasrisiem crieyuanucmam
8 obnacmu KubepbesonacHocmu UeHHble cgedeHuUsi O 8bibope nooxodsawux memodos 3awumsl U
B803MOXXHbIX MymsiX UX cosepweHcmeosaHuss. Cmambsi makxe packpbieaem HarpasneHusi 0ns 6ydyuux
uccnedosaHuli, akuyeHmupysi eHUMaHue Ha Heobxodumocmu paspabomku 6oree yHusepcasbHbIX U
ahheKkmuBHbIX UHCMPYMEHMO8 3awumbl. Asmopbl GeMOHCMPUPYOmM, 4YmMo UHmMezpauyusi Ho8bIX
mexHornoauli 8 cyujecmsyrouwjue nodxoldbl criocobHa 3Ha4YuUMeENlbHO CHU3UMb PUCKU U [M08bICUMb
ycmotiqyugocmpe cucmem. Takum obpa3om, npedcmasneHHbili Mamepuan criocobecmeyem yanybneHuro
3HaHUl U MOHUMAaHUK COBPeMEHHbIX Memodoe dewughposaHusi u ux ponu 8 bopbbe ¢ npospammamu-
ebiMo2amensiMu, Ymo Oeslaem e20 8aXKHbIM 8K1adoM 8 pa3gumue ompacsiu.

Knroueebie cnoea: [lpozpammbi-ebiMO2amenu, wugposaHue, OewughposaHuUe, UCKYCCMEEHHbIU
UHMeseKkm, MawuHHHoe obyyeHue.

Introduction. Ransomware is a type of malicious software that encrypts user data, making it
inaccessible, and demands a ransom for its restoration. In recent years, it has become one of the
most serious and widespread cyber threats, causing significant damage to individuals and
organizations of various scales.

The consequences of ransomware attacks go beyond the financial losses associated with
ransom payments. Victims face business process disruptions, loss of critical data, and reputational
damage, which can have long-term negative effects (Shaukat, S. & Ribeiro B., 2020).

Literature review. The relevance of research into ransomware decryption techniques stems
from the growing threat of ransomware to users and organisations around the world. The number
of ransomware incidents increases every year, and the consequences of such attacks can be
catastrophic, including loss of confidential data, financial losses and reputational risks. The
difficulty of decrypting such programs is caused by the use of complex cryptographic algorithms,



140
Ne 1, 2025 «OKTY XABAPIHIBICBI»

which requires the development of new methods and technologies to analyse them (Ahmad, A.,
Wehbb, J., Desouza, K. C., & Boorman J.,2019).

Despite active research in the field of ransomware decryption, there are a number of
shortcomings in methodologies and research gaps (Retrieved from
https://www.cisa.gov/ransomware):

— Limitations of universal solutions. One of the main drawbacks of existing methods is their
limited applicability to different types of ransomware. Each new virus may use unique ciphers
and defence mechanisms, making it difficult to create universal decryption tools.

— Lack of open data. Many decryption methods depend on public repositories that store
encryption keys. However, these repositories are not always complete, and many cybercriminals
use methods that leave no trace for later analysis.

— Lack of acomprehensive approach. Research often focuses on narrow aspects of decryption
(e.g. decrypting one particular virus), but does not always consider the need for a comprehensive
approach that includes both technical and organisational security measures to prevent attacks.

— Problems with machine learning. Although machine learning techniques are advancing in
the analysis of ransomware, these techniques have limited effectiveness because many programs
use dynamic encryption techniques and also attempt to hide their actions from analysis (Retrieved
from https://www.europol.europa.eu/media-press/newsroom/news/no-more-ransom-celebrates-
five-years-of-stopping-ransomware).

Materials and methods of research. To understand how an attacker (such as the author of a
ransomware) uses symmetric and asymmetric encryption, we need to look at a typical ransomware
scheme and the ways in which they block access to data by demanding a ransom (Figure 1).

attacking

l

asymmetric encryption

public key

, , stored or retrieved

private key  Z,..... B  inan encrypted symmetric encryption
form

Figure 1. A schematic of how symmetric and asymmetric encryption works, which is used in encryptors
(Note — compiled by the authors on the basis of the source: https://www.trendmicro.com/ru_ru/what-
is/ransomware.html)
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Typically, ransomware combines two types of encryption to achieve its goal: symmetric (to
encrypt data) and asymmetric (to protect the decryption key) (Mora S., Bongiovanni G., Giacinto
G., & Perdisci R., 2020).

1. Introduction and initial phase of the attack

Malware distribution: The attacker injects the encryptor onto the victim's device via phishing
emails, malicious links, software vulnerabilities, or remote access.

Initial launch phase: After infiltration, the encryptor begins scanning the victim's system for
data that can be encrypted and selects files based on a predefined algorithm (Al-Rimy B.A.S.,
Maarof M.A., & Shaid S.Z. M., 2018).

2. Generating a symmetric key to encrypt the data

Symmetric key generation: A random symmetric key (e.g. for AES encryption) is created on
the victim's device. This key will be used to encrypt all data.

Data encryption using symmetric key: The encryptor applies a symmetric key to quickly
encrypt all detected files. Symmetric encryption (e.g. AES) is used because of its speed and
efficiency in encrypting large amounts of data (Azmoodeh, A., Dehghantanha, A., Choo, K. K.
R., & Conti, M., 2018).

3. Using asymmetric encryption to protect the symmetric key

Symmetric key encryption: Once the data is encrypted, the symmetric key itself becomes
critical for file recovery. The attacker uses asymmetric encryption (e.g. RSA) to encrypt the
symmetric key. The RSA public key used to encrypt the symmetric key is pre-embedded in the
malware code and known only to the attacker (Li, Y., & Guo, L., 2019).

Removing the symmetric key from memory: Once the symmetric key is encrypted and stored
in encrypted form, the original unencrypted key is removed from the memory of the victim's
system. This makes it impossible to decrypt the data without accessing the attacker's private key,
which is stored on the attacker's side.

4. Ransom notice and demand

Creating a ransom message: The encryptor displays a ransom message to the victim stating
that her files are encrypted and a private key is required to regain access. This message usually
includes instructions on how to pay the ransom (e.g., in cryptocurrency) and possible ways to
contact the attacker (Retrieved from https://www.nomoreransom.org.).

Promise of decryption: The attacker states that after receiving payment, he will provide a
private key or decrypter that will allow the files to be recovered. This key is needed to decrypt
the encrypted symmetric key and then, using the symmetric key, return the data to its original
state.

5. Decryption (after paying the ransom)

If the victim agrees to the terms and pays the ransom, the attacker can provide the victim with
the private key or a special decryption software (Asghar M.R., Habib S., & Javed M.Y ., 2020).
In this case:

Symmetric key decryption: First, the victim uses the provided private key to decrypt the
symmetric key.

Data decryption: The symmetric key is then used to decrypt the encrypted data, restoring it to
its original state.

Reasons for choosing a combination of symmetric and asymmetric encryption

Speed and efficiency: Symmetric encryption such as AES is much faster, allowing large
amounts of data to be encrypted in a short period of time.

Key Security: Asymmetric encryption protects the symmetric key because the private key to
decrypt it is stored with the attacker. This minimises the risk of the victim being able to obtain
the symmetric key without ransom.

This combined scheme of working with symmetric and asymmetric encryption allows the
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encryptor to achieve maximum efficiency and security. The victim cannot decrypt his data
without access to the private key, which is controlled by the attacker, and at the same time the
encryption process is fast due to the use of the symmetric key (Shaukat S., & Ribeiro B., 2018).

Therefore, the development of effective methods for ransomware decryption is becoming
increasingly important. The ability to restore access to encrypted data without paying the ransom
reduces the motivation of attackers and helps decrease the prevalence of such attacks
(Vinayakumar, R., et al., 2019).

The purpose of this article is to conduct a comparative analysis of various ransomware
decryption methods, identify their advantages and limitations, and discuss the prospects for using
artificial intelligence to enhance the effectiveness of these methods.

Results and their discussion

Approaches to Ransomware Decryption:

1.Brute-force Method. The brute-force method is based on systematically trying all possible
decryption key combinations until the correct one is found (Sgandurra D., & Lupu E. C., 2016).
This approach, while straightforward, is extremely resource-intensive and time-consuming. Its
effectiveness heavily depends on the complexity of the encryption algorithm used (Figure 2).

Brute Force Attacks Explained

In a brute force attack, a cybercriminal uses trial and error
to try and break into a device, network, or website.

®o

EXEEza v

. p—r7H o) Fa———
An attacker The hacking The system
utilizes a tool attempts returns a valid or
hacking tool. multiple logins. invalid response.

Figure 2. Brute-force attacks explained
(Note — compiled by the authors on the basis of the source: https://www.xcitium.com/brute-force-attacks/)

The advantages of the brute-force method lie in its simplicity and universality. It can be
effective when simple encryption algorithms are used, as it does not require deep knowledge of
the software itself. This makes it a useful tool for the initial stage of analysis and decryption.

However, despite its simplicity and universality, the brute-force method has significant
limitations. It is highly resource-intensive and can take a considerable amount of time, especially
when dealing with long keys or complex encryption algorithms. This makes it impractical for
real-world scenarios where quick data recovery is essential. Moreover, the brute-force method is
ineffective against complex encryption algorithms used in modern ransomware (Huang J., Xu Z.,
Chen Y., & Tang H., 2020). In such cases, trying all possible combinations becomes virtually
impossible due to the vast number of key options.

Advantages:

Direct method: Works for any encrypted data where the key is unknown, especially if the
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encryption algorithm is uncomplicated and the key is short.

Automation: Can be implemented through scripts and programs, making the task easier for the
user.

Limitations:

High time cost: Password brute force requires significant time, especially for long keys and
modern encryption algorithms (e.g., AES-256).

Computational resources: For complex keys, the method becomes inefficient and requires
large computational power.

2. Vulnerability Analysis. Vulnerability analysis focuses on identifying weaknesses in the
ransomware implementation that allow bypassing the encryption or obtaining the decryption keys
(Laszka A., Farhang S., & Grossklags J., 2017). Instead of attempting to crack the encryption
code directly, as in brute-force methods, vulnerability analysis looks for weaknesses in the
ransomware's implementation. For example, some ransomware may use weak or predictable
algorithms for key generation, making them susceptible to attacks. In other cases, the decryption
key might be stored in memory or on disk in an unencrypted form, making it possible to extract.

Security experts use various techniques for vulnerability analysis, such as reverse engineering,
dynamic analysis, and static analysis (Cabaj K., Kotulski Z., Mazurczyk W., & Mazurczyk W.,
2018). When a vulnerability is discovered, it can be exploited to bypass the encryption or retrieve
the decryption key. Vulnerability analysis can be effective against a wide range of ransomware,
including those using complex encryption algorithms. Finding vulnerabilities can lead to the
development of universal decryption solutions that can be used against different types of
ransomware.

However, vulnerability analysis requires deep knowledge of ransomware, encryption methods,
and reverse engineering skills. Finding and exploiting vulnerabilities can be a time-consuming
process, especially for new or unknown ransomware variants. Additionally, vulnerabilities may be
patched in new versions of ransomware, reducing this method's effectiveness.

Despite these limitations, vulnerability analysis remains one of the most effective ransomware
decryption methods.

Advantages:

High efficiency: If a vulnerability is present, decryption can be performed quickly and without
computational cost.

Targeted approach: This method can be effective for specific ransomware that has bugs.

Limitations:

Limited application: Vulnerabilities are not always present, and this method is only applicable
to specific versions of encryption ransomware.

Difficulty of finding: Requires reverse-engineering and code analysis skills to find bugs, which
can be time-consuming.

3. Use of Expert-Created Decryptors. Cybersecurity experts develop specialized decryption
tools based on a detailed analysis of specific ransomware (Kolodenker E., Koch W., Stringhini
G., & Egele M., 2017). Creating a decryptor typically involves analyzing the ransomware,
developing the decryption algorithm, and building the decryption tool. Expert-created decryptors
can be very effective for specific ransomware variants for which they were developed. In some
cases, they can decrypt files without needing the decryption key. Many decryptors are available
for free or at a low cost.

However, a decryptor created for one ransomware will not work for others. Moreover,
developing a decryptor for new ransomware can take a significant amount of time, making this
method less effective against new or unknown threats.

The use of expert-created decryptors is one of the most effective ways to recover files
encrypted by ransomware, though its applicability is limited to specific cases.
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Advantages:

Ease of use: Decryptors can be used by end users without specialised knowledge.

Spot impact: Suitable for fast data recovery if a decrypter for a given ransomware has already
been created.

Limitations:

Limited use: Such decryptors are only effective for the known programmes for which they
were created.

Developer-dependent: The release of a decrypter depends on how much time has passed since
the discovery of the encryptor and on interest in the programme.

4. Machine Learning Methods. The application of machine learning (ML) methods to
ransomware decryption relies on the ability of algorithms to identify complex patterns in data
(Kharraz A., Robertson W., Balzarotti D., Bilge L., & Kirda E., 2015). ML algorithms can detect
patterns and create models that can be used to decrypt new files encrypted by the same
ransomware. An example of ML in ransomware decryption is neural networks (Chen J., Bridges
R. A., & Ferragut E. M., 2017). Neural networks can be trained on datasets consisting of pairs of
encrypted and decrypted files. Once trained, the network can be used to decrypt new encrypted
files.

ML methods are promising for ransomware decryption as they can be effective against
complex encryption algorithms and are capable of self-learning and adapting to new threats.
However, ML methods require large amounts of data for training, which can be a challenge for
new or unknown ransomware. Additionally, ML methods may be ineffective against ransomware
using advanced encryption techniques, such as key randomization (Rohit K., & Gupta S., 2020).

Despite these challenges, ML methods represent a promising direction for ransomware
decryption and could become more effective as ML technologies advance.

Advantages:

Efficiency: artificial intelligence can analyse and identify encryption algorithms faster than is
possible manually.

Adaptability: Artificial intelligence algorithms can be adapted for new types of ransomware
as they emerge.

Predictive and automatic threat detection: machine learning can identify malware before it is
activated and block its actions.

Limitations:

High computing resources: machine learning and artificial intelligence require significant
computing power and data to train, which can make them inefficient for small teams.

Training and tuning complexity: Requires careful tuning and training of algorithms, which
requires resources and time (Conti M., Dragoni N., & Gottardo S., 2018).

Comparative Analysis of Effectiveness and Limitations.

Table 1. Comparative Analysis of Effectiveness and Limitations

Method Effectiveness Time Resource Limitations
Requirements Intensity
Brute-force Low High High Ineffective against
complex encryption
Vulnerability High - . Requires expertise;
Analysis (if successful) Significant Medium vulnerabilities may be patched
Expert-Created High for . Ineffective against
= Medium Low
Decryptors specific cases new threats
Machine - High (for . Requires large datasets,
: Promising - High - -
Learning training) complex implementation
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| Note - compiled by the authors |

Each ransomware decryption method discussed has its advantages and limitations.

The choice of the optimal decryption method depends on various factors:

— Type of ransomware: Some methods are effective only against specific encryption types.

— Available resources: Time and computational limitations may rule out certain methods.

— Required data recovery speed: In critical situations, speed is a key factor.

Combining methods can increase overall effectiveness. For example, vulnerability analysis
can be complemented by machine learning methods to accelerate the process (Sgandurra D., &
Munoz-Gonzalez L., 2016).

The Role of Artificial Intelligence in Enhancing Decryption Methods.

Artificial Intelligence (Al) and machine learning open up new possibilities in ransomware
decryption. Al can be used to automate vulnerability analysis, creating more efficient decryptors.
For example, Al algorithms can be trained on datasets containing information about
vulnerabilities in various ransomware. These algorithms can then automatically analyze new
ransomware and identify potential weaknesses.

Al can also enhance the machine learning methods used for ransomware decryption,
optimizing ML algorithms to improve their efficiency. Additionally, Al can develop new machine
learning techniques specifically designed for ransomware decryption.

Ultimately, Al could help develop universal decryptors capable of working with a wide range
of ransomware. This could be achieved by training Al algorithms on datasets containing
information about different ransomware and their encryption methods.

Although Al is not yet widely used for ransomware decryption, it holds great potential for
improving existing methods and developing new, more effective solutions. Further research in
this area is crucial for combating the growing threat of ransomware.

Conclusion. Ransomware continues to evolve, becoming increasingly sophisticated.
Developing effective decryption methods is a critical task in cybersecurity.

This article reviewed the main ransomware decryption methods, analyzing their advantages
and limitations. It was shown that there is no universal solution; each method has its specific
application and effectiveness. The authors declare that there is no conflict of interest.

Acrtificial intelligence and machine learning represent promising directions for future research
and development. They have the potential to create more effective and adaptive methods for
combating ransomware.

Conflict of interest. The author(s) declare that there is no conflict of interest.
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