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Abstract. With the development of technology and the transition to online learning, ensuring the
security of student data and their authentication in a digital environment are becoming important tasks
for educational institutions. The purpose of the study is to use cluster analysis to analyze survey data
in order to identify the features of students' digital identity. The general methodology of the study is
presented, according to which preliminary data processing was carried out in order to prepare them for
subsequent analysis. The paper uses hierarchical clustering using Ward's algorithm to analyze
behavioral factors affecting the formation of students' digital identity. The study used survey data
collected among 324 students from three regional universities of the Republic of Kazakhstan. The
content of the questions includes digital activity and interaction of students in the online space, as well
as questions about their academic, research and social activities. The Cronbach's a coefficient was
used to assess the reliability and reliability of the data. As a result of the study, groups of students with
different levels of digital identity ("Intensive digital activity", "Hybrid form of digital activity", "Limited
digital activity").

Keywords: digital identity, survey data, hierarchical clustering, digital activity, academic activity,
research activity, social activity.

AHOamna. TexHonoausinapObiH 0aMy KapKbiHbIHa XoHe OHnalH OKbimyfa Keuwlyee balinaHbiCmbi
cmydeHmmep OepeKkmepiHiH KayincislieiH Kammamacbi3 emy xoHe onapObl yugpnislk opmada
aymeHmucbukayusinay cusikmbl macesieniep b6inim 6epy mexkemernepi ywiH MaHbi30bI MiHOemmepae
aliHandbl. 3epmmeydiH Mmakcambl — 6iniM  anywbinapObiH  UupablK  calKkecmikmepiHiH
epekwernikmepiH aHblKmay MakcambiHOa cayanHama OepekmepiH manday YWiH Krnacmepiik
mandayObl KondaHy. 3epmmey0diH Xannbl 8dicmemMeci YCbIHbIIFaH, ofaH calkec onlapObl KeliHei
mandayra OalibiHOay MakcambiHOa Oepekmepee andblH ana eHOey onepauyusinapbl Xypeisinoi.
Xymbicma cmydeHmmepdiH yugprblK colikecmieiH Kanbinmacmbipyra acep ememiH MiHe3-KynblK
gakmopnapbiH manday ywiH Ward anzopummi apKbifibl uepapxusifibik Kraacmeprey KosdaHbIiobl.
3epmmey 6apbicbiH0a KasakcmaH PecriybnukacbiHbiH yw ©HIPiK Xofapbl OKy opblHOapbiHaH 324
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cmydeHm apacbkiHOa XuHanfaH cayanHama Oepekmepi natidanaHbindsl. CypakmapOblH Ma3MyHbl
yugpribik benceHOinikmi xoHe oHnalH-KkeHicmikmeai 6inim anyuwbinapbiH 63apa ic-KUMbibiH, COHOau-
aK onapObiH akadeMmusinblK, 3epmmey xXoHe oneymemmik bernceHOiniei mypanbl cypakmapobl
Kkammuobi. [epekmepdiH ceHimoOinieiH 6aranay ywiH a KpoHbax koaghguyueHmi KondaHbiiobl.
Bepmmey HamuxeciHOe 6inim anywsbinapdbld UugprbiK celkecmikmepiHiH spmypsi deHeelnepiH
KammumbiH («KapkbiHObI yugprnbik 6enceHdinik», «Lugppnbik 6enceHOinikmiy aubpudmi mypi»,
«Wekmeyni yugppnbik 6encenHdinik») monmap 6eniHoi.

Tytlin ce30ep: yugprbik calikecminik, cayanHama 0epekmepi, uepapxusisiblK Kracmepiney, UugpriblK
bernceHdinik, akadeMusinbIK KbisMem, 3epmmey KbI3Memi, arieymemmik Kbi3amem.

AHHOmMauyus. C pasgumueM mexHooaul u nepexodom K oHnalH-oby4deHuro, obecredyeHue be3onac-
Hocmu daHHbIX cmy0eHmMo8 U Ux aymeHmucbukayus 8 yughposoli cpede cmaHo8sImcsi 8aXHbIMU 3adaqyamu
0nsi obpa3osamerbHbIX ydpexoeHul. Llenb uccredosaHusi 3akmo4aemcs 8 npUMeHeHUU KacmepHOo20
aHasnu3sa 05151 aHanu3a ornpocHbIX 0aHHbIX C Ueribio 8bisisrieHUs1 ocobeHHocmel uyughposoli udeHmu4yHocmu
obyyaroujuxcs. [NpedcmaeneHa obuwjas memodonozusi uccriedogaHus, coaracHo Komopol bbina
nposedeHa npedsapumeribHas obpabomka 0aHHbIX C Uesibio Ux Nod20moeKu 01151 nocrnedyroweao aHanusa.
B pabome 6bina ucrnonb3ogaHa uepapxuyeckasi kKrnacmepusauyusi rno aneopummy Ward 0nsi aHanusa
rnosedeHYeCcKUX ¢hakmopos, enusiwWux Ha gopmuposaHue yugposol udeHmuyHocmu cmydeHmos. B
uccnedogaHuu bbInIu UCMOMb308aHbl OMPOCHbIe OaHHble, cobpaHHbie cpedu 324 cmydeHmos u3 mpex
peauoHarnbHbix 8y308 Pecnybnuku KasaxcmaH. CodepxaHue 60rpocos ekryaem 8 cebsi yugposyro
akmugHocmb U 83aumodelicmeue 0by4arUuUXCs 8 OHJalH-MpocmpaHcmee, a makxe 80rpochl 06 ux
akademudeckol, uccredosamesibCcKoli U coyuanbHol akmueHocmu. [nsi ouyeHku OocmosepHocmu U
HadexHocmu OaHHbIX 6bIn ucronb3o8aH KoaghguyueHm a KpoHbaxa. B pe3ynbmame uccredosaHus bbiriu
8bl0erieHbl epynbl 06y4YaroWuXcsi ¢ pasfuyHbIM yposHeM Lugposol udeHmudHocmu («MIHmeHcusHas
yugpposass akmusHocmby, «[ubpudHass chopma yugpposoli akmusHocmuy, «OzpaHu4eHHas yugposasi
aKmugsHoOCMb»).

Knroueenie cnoega: yugposass udeHmuyHocmb, OaHHbIe OMpoca, uepapxudeckasi Kracmepu3sauyus,
yughposasi akmueHocmb, akademu4yeckas OesimesilbHOCmb, uccriedogsameribckas 0esmeslbHOCMb,
coyuarsnbHasi akmugHOCmb

Introduction. In our information age, permeated by the rapid development of digital
technologies, the digital identity of students is becoming an integral part of their social life and
academic activities.

This study focuses on identifying the features of the digital identity of students of regional
universities in East Kazakhstan, taking into account their academic, scientific and social activities.
The analysis of these aspects will provide a better understanding of how students interact with
digital technologies and information as part of their learning, research, and social interactions in
the learning environment, which can then be used to analyze students ' behavioral and preferred
characteristics in an online environment. This will help them identify their digital identity in the
context of developing a digital profile and identify educational needs and weaknesses, which in
turn will allow them to create a personalized learning trajectory in the future.

In this regard, the purpose of this study is to use cluster analysis to analyze survey data in order
to identify the features of students ' digital identity.

The methodology and analysis were based on the followingux researchux questionsax: What
behavioral factors have a significant impact on the formation and expression of students ' digital
identity? How can these factors be identified and systematized using cluster analysis methods
based on online survey data?

The structure of the article is presented as follows: Section 1 contains an analysis of previous
studies, section 2 describes the methodology, including the stages of data collection and pre-
processing, as well as the application of cluster analysis. Section 3 includes a description of the
course and results of the study, as well as a discussion of the results obtained.

1 Overview of previous works. In recent years, digital identity has become a key aspect of
modern life, especially in the context of education and online interactions. A review of scientific
papers on the definition of this concept reveals a variety of approaches and concepts used by
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researchers. For example, identity, without specifying it as "digital”, describes a set of personality
characteristics that help distinguish one person from others (Kovaleva, 2019). This process of
identity formation is closely related to social interaction and depends on social norms and
practices (Tomlinson & Jackson, 2021, Batool & Ghayas, 2020). In today's world, people are
spending more and more time in an online environment that constantly generates a huge amount
of content. This encourages us to consider the concept of identity in the digital space as well.
Thus, the concept of digital identity arises, defined in (Kora¢, Damjanovi¢ & Simi¢, 2022, Borras-
Gené, Serrano-Lujan & Diez, 2022, Moskovskaya & Perova, 2022, Feher, 2021) as the
relationship between a person's self-perception and the identity formed by them and other
participants in the online space.

Of course, the issue of the formation and development of digital identity is an integral part of
modern education and society as a whole. Understanding and taking into account the peculiarities
of digital identity helps to effectively integrate digital tools into the educational process, creating
conditions for successful personal development and preparation for a future career in the digital
age (Borras-Gené, Serrano-Lujan & Diez, 2022, Borras-Gené & Blazquez-Sevilla, 2020,
Gonzalez, 2024, Hernandez-Orellana, Pérez-Garcias & Roco-Videla, 2021, Muslov, 2023). In
turn, one of such tools described in (Borras-Gené, Serrano-Lujan & Diez, 2022) is the self-
reflection tool "Digital Identity Analysis Canvas". It is designed to raise students' awareness of
the importance of their digital identity. The purpose of creating this tool is to analyze the student's
digital footprint on the web, that is, his online activities, which will subsequently serve as a
starting point for providing recommendations on the competent management of his professional
digital identity. The canvas structure includes five blocks: Activity, Community, Focus, Privacy,
Communication. The basis for the creation of this tool is an online questionnaire, which consists
of two blocks: 1 block - "Student activity in digital social networks" (5 questions), 2 block — "Use
of other educational digital networks and platforms" (15 questions). The content of the questions
covers the reflection of the student's digital identity, his perception of his own online presence as
a digital resume and its impact on job search, as well as the level of interest in actively managing
his professional digital identity.

Research based on the analysis of online survey data is also conducted in order to study
the characteristics of students' academic digital identity (Hernandez-Orellana, Pérez-Garcias
& Roco-Videla, 2021). The authors propose, based on the identification of the characteristics
of the academic digital identity of students, to redefine their learning space, which allows
integrating all those technological tools that the student actually uses. The sample consisted
of 509 students who voluntarily filled out an online questionnaire. To identify the
characteristics, a conglomerate analysis was performed using a hierarchical dissociative
method.

According to recent studies, the study of students' digital identity problems is usually limited
to analyzing only one aspect, which does not always allow us to fully understand their diverse
online activity. The present study attempts to eliminate this shortcoming by expanding the
analysis to behavioral factors related not only to the academic, but also to the research and social
spheres of students.

2 Metodology. The general scheme of the research methodology is shown in Figure 1.

As can be seen, the proposed research methodology consists of three main stages:

—data collection.

- pre-processing of data;

—data processing (cluster analysis).

A more detailed description of each stage is provided below.
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2.1 Data collection. As you know, the digital identity of a student includes various aspects
covering academic, research and social spheres of activity. To implement the student's Digital
Profile service, a survey was conducted among students. The survey included questions related
to each of these areas.

@ / Data Processing \
= Determining the optimal number of

clusters
‘ Data Gathering ‘ I

% Hierarchical clustering

Data Pre-processing ' l

Data Cleaning
1 >
|Ward method }4—%”}44 Visualization ‘
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Figure 1. General scheme of research methodology
Note — compiled by the authors
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The survey was conducted online via a Google form. 324 people from three regional universities
of the Republic of Kazakhstan took part in the survey: D. Serikbayev East Kazakhstan Technical
University, S. Amanzholov East Kazakhstan University and the Kazakh-American Free University.
There are 203 men and 121 women among the participants. The survey questions were previously
tested for reliability and validity with ten experts in the field of digitalization of education and IT
employees of enterprises. The results were analyzed in order to assess reliability using the
Cronbach's a statistical method (Muslov, 2023), which showed a coefficient of 0.85. This indicates
a fairly high reliability of the internal consistency of the survey data.

The survey consisted of 27 questions divided into four blocks: general questions (G) — 4,
guestions on digital activity and interaction in the online space (D) — 7, questions on academic
activity (A) — 6, questions on research activity (R) — 6 and on social activity (S) — 4. The basic
design of the study is presented in Table 1.

Table 1. The basic design of the study and the corresponding tags of the survey questions

Question tag G|D|A|R Question tag DIA|R]|S
Sex + Degree of engagement in DLE +
Age + Desire to engage in research +
Specialty/Position + Assessment of DLE +
University/Company + Motivation for participation in DLE +
Virtuality degree + Form/type of participation in DLE +
Preferred environment + Online learning platforms +
Communication * Educational resources offered by the university *
preferences

. + Protection of educational achievements on +
Internet activity :
educational platforms

Learning resources + Additional source of knowledge +
Social activity + Recognition of non-formal learning outcomes +
Online privacy + Participation in student events +
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igi + . N +
Awar_eness digital Membership in student organization
security
Benefits of + |Participation in university sports events +
participating in DLE Preferred university events +

Note — compiled by the authors

Determining the main characteristics of a student's digital identity is based on the analysis of
various types of questions in the questionnaire, such as open, closed, Likert scale and multiple-
choice questions.

2.2 Pre-processing of data. Pre-processing of data after collecting survey materials is a
necessary and important step (Naseem, Razzak & Eklund, 2021). The purpose of these activities
is to prepare data for subsequent analysis and application of machine learning algorithms. To
begin with, work has been done on data cleaning and preprocessing. This stage included deleting
or filling in missing values, processing outliers, and converting categorical data to numeric values
using the Label Encoding method. Label Encoding is a method of categorical data conversion in
which each unique category is assigned a unique integer value. The advantage of Label Encoding
is that it is easy to use and can be effective if there is a certain order between the categories
(Dahouda & Joe, 2021). At the final stage of preliminary data processing, the aggregation of
identical responses of respondents for each question was carried out. Thus, the data was prepared
for subsequent analysis and application of machine learning algorithms. All data processing
operations were implemented using the R programming language.

2.3 Applying cluster analysis. Cluster data analysis (or clustering) is a data analysis method
that aims to divide a dataset into groups, or clusters, so that objects within one cluster are more
similar to each other than to objects from other clusters (Sari, Al-Khowarizmi & Batubara, 2021,
Wojcik et al., 2021, Shahapure & Nicholas, 2020). The purpose of cluster analysis is to identify
the internal structure in the data and identify natural groups of objects that have similar
characteristics or behavior in the provided dataset.

In general, many clustering algorithms can be divided into iterative and hierarchical ones.

Iterative clustering methods are effective if the number of segments is known in advance.
These algorithms recalculate the distance matrix at each stage until all objects are assigned to
their clusters. Centroids, representing typical and central examples of each cluster, are formed
during this method.

Hierarchical methods, on the contrary, consistently recalculate the distances between all
objects, combining them into clusters on the dendrogram. These methods are suitable for
situations where the number of groups is unknown in advance, which is relevant for our case.

In this study, the Euclidean distance is used as a measure of the similarity of observations. The
distances between clusters are calculated using the Ward method (Sharma et al., 2019,
Randriamihamison, Vialaneix & Neuvial, 2021).

The Ward method. Let the partition of the set V be understood as a set of elements represented
in the form

K={Vy,.,Vise, Vi }, (1)

where N is the number of clusters, Vy —and Vn is the set of vertices that make up the cluster with
number k, k = 1,..., N. The objective function for K is defined as the sum of the intracluster
variances:

Z(K) = §v=1ZjEVid2 (j! Zi)i (2)
where i — cluster number, z; — the center of cluster i.

This division is formed from K when two clusters with numbers iy, i, € {1,...,N},i; # iy, are
combined by (i,1,); let
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A(iy i) = Z(K(iy, 1)) — Z(K). ©)

looking at all pairs iy, i, € {1, ..., N},i; # i, we find numbers ij and i; such that
A(iy, i) = minil,ize{L...,N}A(ip i) (4)

Therefore, the Ward method does not know the number of clusters in advance.

In the Ward method, the increase in the sum of squared distances of objects to cluster centers
is measured as a result of combining them.

This method seeks to minimize the variance within clusters at each step of hierarchical
clustering.

Next, the nearest clusters are sequentially combined to minimize the increase in the sum of
squared distances. At each step of the algorithm, objects are grouped into clusters, and then the
distances between clusters are recalculated. This process is repeated until the specified number of
clusters is reached or until a satisfactory clustering structure is obtained. Thus, the Ward method
is focused on forming compact and homogeneous clusters in the data.

3 Results and discussion. As a result of the preprocessing stage, the total number of
observations was 135. Before applying cluster analysis, the optimal choice of the number of
clusters was made using the Elbow method, since the number of clusters in the Ward method is
unknown in advance.

The Elbow method is a graphical method that is used to determine the optimal number of
clusters in cluster data analysis. The name of the method comes from its visual interpretation,
where a curve resembling an elbow on the arm is formed on the graph of the dependence of the
sum of squares of distances from points to cluster centroids on the number of clusters. The optimal
number of clusters is selected based on this bend - the point after which the decrease in the sum
of squared distances becomes less significant, and changes in the data become more gradual (Liu
& Deng, 2021). Thus, as can be seen in Figure 2, the greatest decrease in the steepness of the
curve is observed at a value of 3.

For better visualization of the data structure, in addition to the dendrogram, a phylogenetic
tree of hierarchical clustering was constructed (see Figure 3). The results clearly demonstrate a
clear division between clusters, and their mutual disjointment emphasizes the pronounced
structure and uniformity of data within each cluster. This highlights the effectiveness of the
analysis performed by clearly identifying different groups in the data set under consideration.
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Optimal number of clusters
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Figure 2. Optimal number of clusters
Note — compiled by the authors
The analysis of the obtained clusters shows that the students of the first (blue) cluster (66

observations) demonstrate a high digital identity, showing comfort in a virtual environment. They
prefer online communication, use a variety of digital platforms, and show a preference for written
digital communication. Their interests on the Internet are diverse — from educational to
professional. The flexibility in learning is reflected in the use of various online resources. The
perception of scientific activity as prestigious indicates a desire for academic growth.
Participation in various forms of scientific activity, startups and conferences emphasizes their
active digital scientific component. Students also show a wide interest in the university
environment, using digital resources in student organizations and educational events. In general,
the digital identity of students in this cluster is characterized by confidence and comfort in a
virtual environment, active use of digital technologies in teaching and a wide range of interests in
the online space, while combining them with active social and educational activities in real life.

Cluster Dendrogram

Cluster 1

Cluster 2 £
Cluster 3 i

a) Dendrogram
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b) Phylogenetic tree

Figure 3. a, b — Results of cluster analysis using hierarchical clustering
Note — compiled by the authors

The students of the second (yellow) cluster (27 observations) prefer a hybrid environment,
combining real and virtual space. They prefer live conversation and use the Internet to search
for information and entertainment. Messengers and educational platforms are actively used in
training. They are aware of their digital footprint and evaluate scientific activities, although
they participate in it only in a limited way. They prefer sports activity outside the university
and do not show interest in university events. In general, they show flexibility in digital
technologies, but prefer more individual forms of activity and limited participation in scientific
activities.

The analysis of the digital identity of students in the third (gray) cluster (42 observations)
allows us to identify key characteristics. Students show a preference for relaxed digital
communication through text messages and the phone, indicating the multidimensional use of the
Internet for study, entertainment and mood maintenance. However, limited awareness of the
digital footprint and ignorance of the relevant term indicate a lack of awareness of digital security.
A negative attitude towards scientific activity is accompanied by pragmatic motives for
participation, while the assessment of the prestige of research is multidirectional. The training
mainly takes place through official documentation and communication with classmates.
Dissatisfaction with the protection of academic achievements on educational platforms may
reflect a perception of injustice. Academic activities remain a priority, although students
recognize the importance of student life by showing interest in creative and scientific events at
the university.

A thorough analysis of the clusters made it possible to identify the main characteristics of the
digital identity of students in the context of their digital, academic, scientific and social activities.
Summary characteristics of each cluster are presented in Table 2.

The results of the cluster analysis evaluation allow us to conclude that the largest cluster,
cluster 1, can be characterized as "Intensive Digital Activity". Participants in this cluster show
a high level of involvement in digital practices in various fields, including academic, scientific
and social activities. Cluster 2, in turn, is a "Hybrid form of Digital Activity". In this group,
participants combine different aspects of digital activity, maintaining a balance between
traditional and digital forms of interaction. Finally, Cluster 3 is described as "Limited Digital
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Activity". Participants in this cluster show a more limited interest in digital practices, preferring
more traditional ways of interacting. These characteristics not only help in understanding the
digital activity of different groups of participants, but also provide a basis for further research
and development of appropriate support strategies in the context of the digital environment.

Table 2. Summary characteristics of clusters

Behavioral
factors of Characteristics Cluster 1 Cluster 2 Cluster 3
students
Digital activity
Online the Degree of | all the values | - -
activity similarity between the | of the scale
real and the virtual "I"
Preferred medium of | virtual hybrid -
expression of oneself
Preferred method of | email, video | live text messages,
discussion of important | conference conversation phone call
topics
The purpose of the | Diverse to search for | for  studying
Internet visit interests information and | and  cheering
entertainment up
The frequency of the | - nothing puts Posts regularly
information exchange
in the network
the Academic activity
Digital Used digital | different sites | only educational | social network
educational educational platforms platform forums
preferences and  other  online
services for learning
Digital Awareness of  the | difficult to | yes no
security security of educational | answer
achievements on
educational platforms
knowledge of the | - yes no
articulation  of  the
results of informal
education
Awareness about | difficult to | yes no
digital footprint answer
Research activity
Involvement | Level of involvement | Participated Never Participated
in the | in scientific research several times participated once
scientific Desire to engage in | Yes Yes no, I'm not
community in | research work (SRW) doing research
the digital but perhaps it
space, would be
interesting
Shape/form of | in startups, in | in contests/ -
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participation in | conferences, in | competitions
research scientific
circles
Reason of participating | opportunity to | additional more chances
in SRA make new | benefits for |to enter a
important employment, the | master/
contacts possibility of a | doctoral
successful program
defense of the
thesis (project)
Social activity program
Social Participation in student | yes can definitely do | no. The main
activity in the | events it if you want, | purpose of
digital space don't think it's | visiting the
necessary to | university is to
participate study and gain
everywhere knowledge
Membership in student | consist not consist consist
organizations
Attending various | have not yet | no, | have not | various events
university events participated, attended
but in the near
future 1 think |
will
Sports activity yes, | am a |l play sports || am far from
member of one | outside sports
of the national | university walls
teams of the
university

Note — compiled by the authors

Conclusions. The results of the study allowed us to identify different groups of students with
different levels of digital identity. The study of the influence of behavioral factors on the processes
of formation and expression of digital identity among students has led to interesting conclusions
about the relationship between individual preferences and the use of digital technologies. The
results of the study emphasize the importance of taking this relationship into account when
developing teaching methods, as well as integrating digital tools into the learning process. Based
on the conducted research, it is proposed to develop a digital profile of the student, taking into
account his level of digital identity, as well as planning personalized learning trajectories in order
to optimize their academic and social development.
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