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DEVELOPMENT OF AN ACCESS CONTROL AND MANAGEMENT SYSTEM USING
A SOFTWARE APPLICATION

BAFJAPJIAMAJIBIK KOCBIMIIIAHBI ITAMJAJIAHA OTBIPBIIL, KOJI dKETKI3Y I
BACKAPY )KOHE BACKAPY )KYWUECIH 93IPJIEY

PABPABOTKHN CUCTEMBI KOHTPOJISA U YITPABJIEHUSA JOCTYIIOM
C UCITIOJIB30BAHUMEM ITPOI'PAMMHOI'O ITPUJIOKEHU A

Annotation. The administration of educational institutions has several multi-storey buildings, in which it is
necessary to carry out a set of technical and organizational measures to control visitors by security personnel. The
lack of the possibility of registering students does not allow for the identification of their identity, which makes it
difficult to investigate incidents of discipline violations and location. Registration of passport data of visitors with a
small number of supervisory personnel is not suitable for the business processes of educational institutions. Measures
to ensure the safety of visitors are carried out in educational institutions by selective control of visitors by security
personnel, installation of remote control systems, video surveillance equipment.

Functional modeling methods and programming were used to implement the identification and authentication
method in the access system. The use of mobile devices, cards with a chip with a set of identification data implements
the technology of their transmission, automating the access regime in educational institutions.

The materials are compiled based on the results of research and development of an access control and
management system using a MySQL, Python based software application. The article presents an analysis of the
technology for developing a control and access system developed on the basis of Proximity. An experimental test of
the software application obtained during the study was carried out, which implemented technologies for organizing
communication with network devices, automatic detection of mobile devices in the database, user recognition by
identification code.

The software application interacts with other applications and chips, exchanges information, unidirectional
communication with data stored on the server. A software application using PHP and MySQL database for student
access control based on mobile devices can be used to determine the location of students who have passed the
control.
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location, identification code (ID).

Anoamna. binim 6epy mexemenepiniy akimwinicinoe OipHewe ken xabammul sumapammap 6ap, omoa Kysem
Kbl3MemiHiy KbisMemKepaepi Keayuinepoi 6axKbliayobly MEeXHUKANbIK HCIHE YUbIMOACMbIPYUIbLIbIK WAPAIADbIHbIY
KeweHin xcypeisyi kepek. binim anyuviiapovt mipkey MyMKIHOICIHIY OOIMAYbL diceKe 6AChIH CIUKeCmeHIIpy paCiMiH
Jrcypeizyee MyMKIHOIK Gepmetiol, 6yn mapminmi OY3y OKU2AIapbl MeH OPHANACKAH Jcepin mepeeyoi KublHOamaovl.
Baxvliaywsl nepconanovly az canviMeH Kenywinepoiy menxyocam Oepekmepin mipkey binim 6epy mexemenepiniy
busnec-npoyecmepine caiikec Keameuioi. Kenywinepdiy Kayincizoiein Kammamacwl3 emy JHcOHIHOe2l wmapaiap Kysem
Kblsmemkepaepi Kenyulinepoi ipikmen Oaxvliay, nyiemmix Ky3em dicyuenepin, Oeinebaxviiay Kypaioapbih opHamy
apkwlivl OL1iM bepy Mekemenepinoe Heypeizineoi.

DYHKYUOHAIOBL MOOenbOey 20icmepi, KONl HCemKi3y dHCyliecinoe calikecmeHoIipy d#caHe aymenmu@urayus 20icin
Jrcy3eze  acvlpy YwiH 6az0apiramanay  Koaoauwiiaovl. Mobunvb0i Kypwulizeliapovl, calkecmenoipy Oepekmepi
JHCUBIHMBIELL Oap yuni 6ap Kapmouxaniapovl Naudaiany onapobl 6epy mexHOIOSUACHIH Jicy3ece acblpaodvl, Oinim bepy
MeKemenepinoe OmKizy PeHCUMIH A8MOMAMMAHObIPAObL.

Mamepuanoap MySQL, Python wnezizinoeci 6a20apiamanvl KOCLLMUIAHbL NAUOAIAHA OMBIPBIN, KO HCemKi3yol
baxwlnay Jncane backapy scyliecin 3epmmey HcaHe 3ipiey KOpblmbIHObLIApbL OoubiHA Kypacmbipblieak. Makanada
proximity He2i3iHOe Hcacanean OAKbLIAY HCIHe KOl HCEMKIZY HCYUECIH d3ipaey MexXHOI0SUACLIHbIY MAN0aybl OepinzeH.
3epmmey bapvicbinda anvinean 6a20apIAMATbIK KOCLLMULARA IKCHEPUMEHIMMIK MeKCepy HCYPIi3inii, OHOa JHCeniniK
KYpbligbliapmer  OQilaHbiCmbl  YUbIMOACIbIPY, O0epekKopea MoOunv0i KYpuligbliapobl asmomammosl mypoe
AHBIKMAY, NAOAIAHYWBLIAPObL COUKECEHAIPY KOObL OOUbIHWIA ThAHY MEXHOL02UAIAPb ICKe ACbIPbLIObL.

Bagoapramanvix gocvimuwaoa 6acka KOCbIMWANAPMER JHCoHE YUNMEPMEH 63apa ic-KUMbLI, aKnapam aimacy,
cepeepoe cakmanzan oepekmepmer Oip basvlmmul Oaiiianvic sHcyzeze acvipviiaovl. PHP scane MySQL manimemmep
6azacvli KO0aHa omulpuin, MOOUILOI KYpblLISbLIaped Heziz0enzer OLNiM anyubliapoblly KOl dcemiMOLNiciH 6aKsliay
06ag0apramanbly KOCbIMulacvl OaKbliayOan ©mKeH OiNiM amyubliapObly OPHANACKAH JCEPiH aHbIKMAY YN
natoanianvlLybl MyMKiH.

Tyiiin co30ep: backapy dcone KON HcemKizy dcyileci, calikecmendipy koowl, Yun xapmanapwi, oepexkop, PHP,
Mob6unvoi Kypuinevl, MySQL, opranackan sxcepi, caiikecmendipy koovwl (ID).

Annomayun. AOmunucmpayus 06paz08amenbHbIX YUpelcoeHUll Umeen HeckoIbKO MHO20IMAICHBIX KOPNYCO8, 6
KOMOPbIX HAOO NPOBOOUMbL KOMNJEKC MEXHUYECKUX U OpPeaHU3AYUOHHbIX Mep KOHMPONs nocemumenel
compyoHuKamu cyxcovl oxpauvl. Omcymcmeue B03MOICHOCIU pecucmpayuy oOYyYalouuxcs He NO360JAI0M
npoeooums npoyedypy udeHmupurayuu] IUYHOCMU, MO 3ampyoHsem pacciedosanue UHYUOEHMOo8 HapyuleHus
OUCYUNTUHBL U MeCmOHaxodcoenus. Pesucmpayus nacnopmublx Oannulx nocemumenesi npu  HebOIbULON
YUCTIEHHOCU KOHMPOAUPYIOUe20 NePCoOHANd He NOOX0O0Um OUHeC-npoyeccam o0Opaz06amenbHbIX YUpetcOeHuUl.
Mepbi no obecneuenuio 6e30nacHocmu nocemumeneii OCyWecmeusiiomcs 8 00paz06amenbHbIX YUPeHCOeHUSX nymem
YCMAHOBKU OUCMAHYUOHHBIX cucmeM 0e30nacHocmu, 000py008anus 6U0eOHAOII00eHUs U blOOPOUHO20 KOHMPOIS
COMPYOHUKO8 CLyHCObl 630NACHOCMU, 8X00AUUX 8 NOMeUeHUe.

Hcnonvsosansl memoobl DYHKYUOHANLHO20 MOOENUPOSAHUs, NPOSPAMMUPOSAHUe Oid Pearusayuu cnocoba
udenmugurayuy u aymenmugurayuu 6 cucmeme 0ocmyna. Hcnonvzosanue MoOUNbHbIX YCMPOUCME, KApmMoyeK ¢
YUNOM C HADOPOM UOEHMUPDUKAYUOHHBIX OAHHBIX OCYWECMEIAen MeXHOIO02UI0 UX nepedavu, asmoMamusupys
NPONYCKHOU PeNCUM 8 00PA3068AMENbHBIX YUPEHCOCHUSIX.

Mamepuanel cocmagienvi O UmMo2am UCCIE008AHUA U PAPAOOMKU CUCEMbl KOHMPONSL U  YNPABIEHUs.
00CMYNOM € UCRONL30BAHUEM NPOSPAMMHO20 NPUNOdCcenust Ha ochose Python, MySQL. B cmamve npedcmagien
aHaIu3 MexHoro02uU paspabomku cucmemvl KOHMpoaa u docmyna, paspabomanrnoi Ha 6aze Proximity. Ilposedena
IKCNEPUMEHMATILHASL NPOBEPKA NPOSPAMMHO20 NPUNONCEHUS, NOJYYEHHbIX 6 X00e UCCIeO08AHUs, 8 KOMOPOM
Deanus08ana MexHoN02UU OP2aHU3AYUU C6A3U C CemesbIMU YCIMPOUCMEAMY, ABMOMAMUYECKO20 OnpedeneHus
MOOUNLHBIX YCMPOUCME 8 6a3y OAHHbIX, PACNO3HABAHUA NOIb308AMENEl NO UOEHMUPUKAYUOHHOMY KOOY.

B npozpammnom npunosicenuu ocywecmsnensl 63aumMooeticmeue ¢ OpyeuMy npuiodNCeHUsMU U MUKpocxemamu,
06Mmen unpopmayueil, 00HOHANPABNIEHHAS CE:3b ¢ OAHHBIMU, XPAHAWUMUCA Ha cepsepe. [IpozpammHnoe npunodicenue
¢ nomowvio PHP u 6a3zer danneix MySQL no konmpoato docmyna o6yuaiowuxcs Ha 0CHO8e MOOUNbHBIX YCMPOUCME
MOodicem Oblmb UCNOTL30BAHA O ONPEOENeHUs MECIONOLONCEHUS OBYUAIUUXCS, NPOULEOUUX KOHMPOTb.

Knrueswvie cnosa: cucmema konmpoas u docmyna, u0eHmu@uUKayuoHHvll K00, Kapmvl ¢ 4unom, 6a3a OaHHbIX,
PHP, mobunvnoe ycmpoticmeo, MySQL, mecmounaxooicoenue, uoenmuduxayuonnwiii koo (ID).

Introduction. Many objects of transportation infrastructure and presence of public places are
equipped with citizen safety measures. This achieves through access control. Educational
institutions may be included in the list of objects, which are not subject to mandatory police
protection. The management of such facilities implements a range of technical and organizatio-
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nal measures to ensure the safety of visitors. Security personnel monitor visitors, and access
points use surveillance equipment, metal detectors, and remote control alarm systems [1].
However, since there is no user registration system, the procedure for identifying a visitor is not
possible. The administration of an educational institution ensures the safety of visitors and takes
measures to ensure their safety during visits. We have made some changes, such as installing a
turnstile that operates with a software application [1, 2].

Registration passport data of visitors is incompatible with the business processes of
educational institutions. Registering all of incoming visitors is challenging with a small
number of employees. Security measures for visitors include selective control by security
personnel, the installation of remote protection systems, and the provision of services to
educational institutions using surveillance measures [3]. Constant movement of students and
the absence of opportunities to register visitors make identification procedures impossible.
There is a threat of unauthorized access to the facilities. It is difficult to register participants
or determine their location in an educational institution or student dormitory because student
information cannot be identified. The task is to study approaches and methods that can
organize the accounting of student flows without harming the organization's business
processes [4].

Literature review. The issue of personal identification has many solutions. This problem is
described in the works of B. Schneier, N. Skandhakumar, A. Dmitrienko, J. Brainard, S.
Schechter, S. Egelman, R.W. Reeder, A.A. Malkova, V.V. Volkonsky, A.G. Sabanov, and V.A.
Tikhonov [1, 5]. The development of technical means of protection has improved the
equipment's reliability. We have focused on user identification methods based on information
technology. Scientific research on access control and management of this problem includes
modeling visitor flow behavior for mass events and developing access control systems for
monitoring visitor flow.

The questions of identification process organizing continue to be developed. The use of
technical means allows automating the visitor identification process, but it requires registering
all users in a database with identification tags [1]. There is a way to automate the user
registration process through an online service; the visitor independently enters information for
registration in the system, which does not allow verifying the accuracy of the provided
information [2].

Materials and methods. The presence of problems in organizing access control determines
the relevance of developing a technical solution capable of registering and identifying visitors
without disrupting business processes [1]. The purpose of this research is to increase the
efficiency of visitor’s identification processes in educational institutions using information
technology.

To solve these problems were used functional modeling and programming methods.

We suggest using mobile devices for identification and authentication in the access system.
They are based on the use of chip cards, where a set of stored identification data can be
automated in control mode [1] in educational institutions and can be used for technology
transfer depending on the required level of security of the facility.

The project development involved combining identification devices, controllers, software,
and blocking devices into one system [6, 7]. Cards and a device for their recognition — a
proximity identifier reader — are also included. Together, they constitute an access control
system [3, 8].

Identification devices comprise identifiers and readers. The identifier should determine the
user distinguish them from other individuals. For example, a key fob with a specific chip
distinguishes you from other objects; you have access rights where others do not. Another
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example is a PIN code; this is already identification, enter it, and you gain access [3-4].

Readers are necessary for reading and transmitting code information from the identifier to
the controller. Most such readers have the capability of sound and feedback, allowing them to
inform the user whether access has been granted or not [5, 8, 9].

Blocking devices are turnstiles that organize the passage of each incoming person one by one
into the building (Figure 1).

Figure 1. Turnstile, automatic rotation of the blocking slats
is carried out due to the built-in electric drive

Controllers are microprocessor devices that perform event log storage, user database storage,
and management of blocked devices [10, 11]. We used network controllers connected to a
laptop with software [11, 12].

The purpose of the access control and management system is the operation of a software and
hardware complex that automatically determines access rights to a facility. Automatic access
control is implemented through a unique identification code (ID) of the subject. For example,
the code of a certain information carrier - a chip card. Codes are stored in a database. If the code
is not present in the database, it means access is denied. Each code corresponds to a set of
access rights, such as permitted areas or time intervals. Based on the information about the
user's code, the access control system makes decisions to allow or deny access, following the
program'’s algorithm. If the program provides a positive decision, the control device is unlocked.
After the user passes through, the device is locked again [7].

A chip card is a contactless card that has an electronic chip consisting of a receiver, an
inductor (antenna), and an integrated circuit (chip), and it has a unique identification code stored
in its memory. A contactless reader emits a radio signal at a frequency of 125 kHz-13.56 MHz
and operates at a distance of 6-51 cm. When entering the range of this radio signal, the
contactless card is activated, and a current appears in the coil, charging the capacitor, which
supplies energy to the microchip of the integrated circuit.

The card (chip) sends a signal to the reader, which contains its unique identification code,
based on which the proximity identifier makes a decision about granting or denying access [1].
The operation of the turnstile, automatic rotation of the blocking bars, is carried out through the
built-in electric drive [1, 7, 13].

The identification procedure includes identifying the person entering the building based on
the assigned identification attributes [7, 14]. The presented identifier is compared with the full
list of assigned identifiers. The identification process model can be represented as follows:
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suppose you have n access objects registered in the identification system. At the time of student
registration in the identification system, their image is created, a set of reference values. This
could be a series or pass number [15]. The task of identification is to determine whether the
image p corresponds to exactly one element from the set of attributes. Access control and
management tools (readers, code entry devices, controllers, electromechanical, electromagnetic,
and mechanical code-based [8] turnstiles, control panels, matching devices), software
applications solve this task (Figure 2).

Figure 2. Implementation of the turnstile connection scheme

Results and discussion. The system provides access to a zone through a building entrance
equipped with a controller, a device that can control and register visitors. The basis of the
system, which makes a decision about access based on information received from the reader,
stores data about users with access rights, which the controller uses to make decisions. If the
access request is approved, the signal from the controller opens the barriers [16]. The reader
receives information from the card for further transmission to the controller. There are many
types of readers available today, both contact and contactless, and they work with different
types of key cards.

We have explored a promising direction in access control and management systems - access
via smartphones [16]. The software application for smartphone access combines the use of
traditional access cards [17, 18]. Smartphones are intended for personal use and have their own
security (password). There are several mobile applications available (installable from Play
Market or Appstore) for this purpose, including ESMART Access, Parsec Card Emulator,
PERCo Access, Proxway Mobile ID, and RusGuard Key.

To create a Python software application for organizing an access control and management



«BECTHUK BKTVY» 254 Ne 4, 2023

system, you will need the following programs:

1) Flask or Django library for creating the application. Flask is a simple framework for
creating web applications in Python, while Django is a more feature-rich framework for web
application development. You can choose either of them depending on your hardware
requirements.

2) A database to store information about users and their access. You can use SQLite,
MySQL, PostgreSQL, or another database compatible with Python. Create tables to store user
information, roles, and permissions.

3) An utility for standard authentication and authorization in Black or Django, or libraries
like Flask-Login or Django-Allauth for additional functionality.

4) Create a design and layout using HTML and CSS, or use ready-made style libraries such
as Bootstrap or Materialize.

Then use the available resources and functionality for each user role, implement the
appropriate logic and functionality in your application. Do some testing to make sure it works
correctly and meets your requirements. After completing the development of your application,
deploy it on a web server to make it available for use [7-8].

Managing user sessions in a Python software application allows you to track user activity,
save and update information about them during their session with the application. This helps
maintain the user's state and provides access to various functions and resources within a single
session. For this purpose, you can use libraries such as Flask-Session or Django Sessions.

Error handling in the application helps improve its fault tolerance and ensures smoother
operation. Python offers various error handling methods, starting with the use of the standard
try-except statement and ending with the use of error logging libraries such as Sentry or
Loguru. Error handling allows you to control and manage potential issues in the application,
prevent it from crashing, report errors to users or administrators for subsequent analysis and
correction [8-9].

Logging in Python software is a practice for tracking events and processes within the
application, as well as detecting and analyzing errors and issues. There are many logging
libraries in Python, such as logging or loguru, which allow you to control log levels, write
messages to different sources (files, databases, console), and customize log message formatting.
Logging helps track user actions, monitor events, and identify and rectify errors in the
application.

A Python program for access control through a turnstile can be developed using libraries and
frameworks. Here is a template for a program that implements access control and management
functions.

python

import time

def check_access(card_number):

# IIpoBepka gocTymna A 3aJaHHOTO HOMEpPa KapThl

allowed cards = ['123456', "789012'] # 3amaHHble HOMEpa pa3pelICHHBIX KapT
if card_number in allowed_cards:

return True

else:

return False

def log_entry(card_number):
# JKypHanupoBaHHe BXO/ja ITOJIb30BATENS
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timestamp = time.strftime("%Y-%m-%d %H:%M:%S", time.localtime())
with open('log.txt', 'a") as log_file:
log_file.write(f"{timestamp} - Bxox nmons3oBatens ¢ kaproii {card number}\n™)

def open_turnstile():
# OTKpBITHE TYPHHUKETA
print("TypHukeT oTKpHIT")

def close_turnstile():
# 3aKkpbITHE TypHHUKETA
print("TypHukeT 3akpbIT")

def process_card(card_number):

if check_access(card_number):

log_entry(card_number)

open_turnstile()

time.sleep(5) # IlpennomaraeM, 4To MONB30BaTENb OYAET MPOXOAWUTH Yepe3 TypHHKET 5
CEKyHI

close_turnstile()

else:

print(" Joctyn 3anperien")

# lIpumep UCTIOIB30BAHUS
card_number = input("BBenuTte HOMep KapThI: ")
process_card(card_number)

The template is further refined and improved for complex scenarios. Organizing a control
and access system in a Python application allows defining different levels of access for users
and controlling their access to specific functions and resources [10]. This can be achieved
through authentication and authorization mechanisms such as JWT (JSON Web Tokens),
OAuth, or a system of roles and privileges. The organization of a control and access system
helps ensure the security of the application, prevents unauthorized access, and misuse of user
rights.

Thus, handling user sessions, error processing, and logging in a Python application are
important practices to ensure the security, fault tolerance, and reliability of the application, as
well as user control and access. Using appropriate technologies and libraries simplifies and
automates these processes in the development of Python applications (Figure 3).

A mobile device access control software application can be used to enhance security in
various public places. The turnstile with a microchip is a key component in this scheme. The
microchip reads and analyzes access card identification data. This information is used for
authentication and access decision-making. The access control software configures access
parameters, determines user rights, sets time restrictions, and identifies user locations. It also
collects and displays statistics, including the number of authorized users and access denials,
providing analysis of which users entered the premises and their locations. The software
automates the access control process, eliminates errors, and ensures efficient use of resources
and time.
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Figure 3. Access control software application on a mobile device

Figure 4. Software application interface for the controller

Conclusion. We have studied the technology of organizing access control using mobile
devices, which can also be used to determine the location of students who have passed access
control. The implementation includes both server and client components using Python and
MySQL. The input and output data formats consist of a text SQL and a web interface. The
software application interacts with other systems, facilitates data exchange and maintains
unidirectional communication with data stored on the server. The Python software application
and MySQL databases for student access control based on mobile devices work through a
network connection in automatic mode. The application uses various resources and has an open
module. It can be accessed from any device via the web interface. Supported data exchange
protocols include HTTP, HTTPS, FTP, SFTP, SMB, XML, JSON, MPEG-2, MPEG-4, JPEG,
GIF, PNG, H.264, H.265 and programming languages such as Python, SQL and HTML. The
implemented type of computer is x86-compatible laptops, and the operating system is Windows.
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The application provides access control and personnel management at the entrance and exit and
informs them via a Telegram bot about their absence from the educational institution. Access to
the room is carried out using a magnetic card.
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